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5. DETAI LED REQUI REMENTS

5.1 Waveformrequirenents. Time is divided into fixed timng
intervals known as franes, as shown previously in Figure 1. Each
frame is 8.96 seconds long and is further divided into 1024

i ncrements known as building blocks. A single building block is
8.75 ns long. The building blocks in the frame are grouped in
segnents, tinme-slots and fields which are described in the
fol | ow ng sub- paragraphs.

a. A frame consists of three segnents: The FOW segnent,
t he ROW segnent, and the COM segnent, as shown previously in
Figure 1. The FOW segnent consists of 1 tinme-slot and is al ways
| ocated at the start of each franme. The PCC maintains a fixed,
8.96-second tine between transmtted FOM, within the accuracy
permtted by the PCC reference oscillator. The ROW segnent
foll ows the FON segnent and consists of a variable nunber of ROW
message slots, and a variabl e nunber of RONranging slots. The
Communi cati ons segnent foll ows the RONsegnent and consists of a
vari abl e nunber of conmuni cations nessage service type tine-slots
and comuni cations circuit service type tine-slots.

b. Atinme-slot is atinme period allocated for the
transm ssion of an orderwire or conmunications burst. Tinme-slots
consi st of a variable nunber of 8.75-nms building blocks. Each
FOWindicates tine-slot start tinmes and tine-slot durations for
the next frame. There are three types of tinme-slots: (1) the
FOWtype that is described in 5.1.1; (2) the RONtype that has
two versions, the range version ROVNdescribed in 5.1.2.1 and the
message version RONdescribed in 5.1.2.2; (3) the comuni cations
type tinme-slot that also has two versions, the circuit service
version described in 5.1.3.1 and the nessage service version
described in 5.1.3. 2.

C. Each type of tinme-slot has various fields used for
synchroni zati on and the conveyance of information to or from
termnals. The fields for each type of tinme-slot are defined in
5.1.1, 5.1.2, and 5.1.3. A tinme-slot is used for a single burst
that has one or nore fields and includes guard tinme required to
avoi d adjacent tine-slot transm ssion interference.

Transm ssions shall only occur during authorized time-slots.

5.1.1 Forward orderwire segnent and tinme-slot fields. The FOW
segnent starts at absolute building block nunber 1 in the frane.
It consists of one FONslot that has 12 fields. The fields and
t he nunber of bits for each field shall be as illustrated in
Figure 2 and described below. The 12 fields are as foll ows:

a. Preanble field (278 bits). A preanble shall be
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transmtted as the initial part of each orderwire and
communi cations burst. The preanbl e provides
i nformati on necessary for signal acquisition and
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le Y
[< 8.96 Seconds >

Frame
1024 Building Blocks

ROW COM

600 sps
Variable # of
Building Blocks

Preamble |soM| Burst|Frame| PCC | Length of CRS System | Length of | Directed Directed cRrc|Elush|Guard Time

Type| No. |Address|Next FOW Message|This FOW [Message| " [ Message
FOW FIELDS | 12.604 ms |g
FIELD BITS ENCRYPTE CONV. CODED | INTERLEAVED CRC DEFINITION
D

Preamble 278 N N N N Redundant Slot Preamble

SOM 42 N N N N Start of Message Sequence

Burst Type 12 N N N N Burst Type Indicator (Start of
Frame)

Frame 20 N Y N N Frame Number

Number

PCC Address 16 Y Y N Y Address of Transmitting PCC

Length of Next 9 Y Y N Y Length of Next FOW (in building

FOW blocks)

CRS 3 Y Y N Y Number of contention ranging
slots in next frame

System 6 Y Y N Y Message Conveying System

Message Status, Notifications and Control
parameters

Length of this 12 Y Y N Y Length of this FOW (in Bits)

FOW

Directed Variable Y Y N Y Messages Directed to Network

Messages Members Conveying Resource
Assignments, Status Requests,
Login Responses, etc.

CRC 16 Y Y N N Cyclic Redundancy Check For
Error Detection

Flush 6 N Y N N Error Correction Flush Bits

Fl GURE 2. FONslot field definitions.
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synchroni zation. The preanble format shall be a

conti nuous wave (CW carrier followed by a dot pattern.
Usi ng shaped of fset quadrature phase-shift keying
(SOQPSK) nodul ation, the preanble during the CWportion
shal |l be generated with constant data on both the |I and
Q channels (I =1, Q=1). During the dot pattern
portion, the preanble shall consist of alternating data
on the I channel (I =01 01. . .) and a constant
phase (Q=1111. . .) on the Qchannel. The length
of the preanble and the length of the CWcarrier
portion of each preanble shall be as defined in Table
V.

TABLE VI. Burst preanble characteristics.

MODULATI ON RATE CW PORTI ON LENGTH TOTAL PREAMBLE
(sps) (bits)” LENGTH (bits)”
600 60 278
800 60 264
1200 60 298
2400 120 358
3000 144 408

NOTE:

*

Two bits per synbol.

b. Start-of - Message field (42 bits).

The preanbl e shal

be imediately followed by the 42-bit SOM sequence

defined in Table VII. The |I channel

SOM field bit transm tted.

contains the first

TABLE VII|. Start-of -nessage sequence.
CHANNEL Bl T SEQUENCE
I 000000101110100111001
Q 001101100001000010101
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NOTES:
21 bits in each sequence.
" Left-nobst bit transmtted first.
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Burst Type field (12 bits). The burst type field shal
be as defined in Table VIII, and imredi ately foll ows

t he SOM sequence in each orderwi re and conmuni cati ons
burst. This field distinguishes FOVNbursts from ot her
bursts and is also used to indicate to the PCC that a
conmmuni cations service (nessage or circuit) is to be
torn dowmn. Since this field is not coded, the term na
shall be able to identify the transmt burst type when
the burst type is received with up to 3 bit errors in
the 12 bits. The start-of-frame burst type is used on
the FOWburst only, and it shall not be transmtted by
a termnal. The end-of-service burst type shall be
used on any conmmuni cations burst assignnment for which
the termnal is attenpting to tear down the service, as
described in 5.4.2.5.6. The start-of-slot burst type
shall be used on all other bursts.

TABLE VII11. Burst type field.

BURST TYPE Bl T SEQUENCE
St art - of - Frame 000000000000
Start-of -S| ot 110101110101
End- of - Ser vi ce 011011011011

NOTES:

12 bits in each sequence.

*

Left-nost bit transmtted first.

Frame Nunmber field (20 bits). This field identifies
the frame nunber of each franme. The Franme Nunber is
reset in the frane followng a frane that has a System
Message val ue of 15.

PCC Address field (16 bits). The PCC address field
identifies the transmtting PCC.

Length of Next FOWNfield (9 bits). The Length of Next
FOWfield defines the nunber of building bl ocks

all ocated for the FONsegnent in the next frane. Wth
this information in the FOWNbursts, and information in
the directed nessage, the termnal shall determ ne the
position of the tine-slots in the next frane. (See
exanples 6.2 through 6.4.)
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g. Contention Ranging Slots (CRS) field (3 bits). This
field indicates the nunber of contention ranging slots
available in the next frane. (See Table IX. ) The
termnals that use active ranging shall use these slots
in accordance with 5.2.2.1.1.

TABLE | X. Contention ranging slot field.

Fi el d val ue 0 1 2 3 4 5 6 7

Nunber of contention 1 2 4 6 8 10 12 16
rangi ng slots

h. System Message field (6 bits). System nessages are
transmtted in the System Message field. System
nessages convey system status and control paranmeters to
all termnals. The termnal shall interpret all system
nmessages, conply with all applicable system nessages,
and ignore all system nessages whi ch were undefined at
the time of termnal construction. System nessages
provi de status notifications and system paraneters to
the network. Each system nessage is 6 bits |ong.
Appendi x A defines the FONs system nessages fiel d.

One system nessage is transmtted in each frame. The
FOW Syst em Access Restriction, FON ROW Backoff Nunber,
FOW System Servi ce Restriction On or Of (as
appl i cabl e), and FOW Channel Controller Connected or

| sol ated (as applicable) nessages are transmtted
nomnally in a 4-frame cycle. Oher system nmessages
are transmtted as required, preenpting nom nal system
message transm ssions. \Wen these preenptions occur,
the preenpting nessage is repeated in four successive
frames to provide a high probability of reception

i Length of This FONfield (12 bits). The Length of This
FOWfield defines the length, in bits, of all FOWNdata
inthe current frame from (and i ncl udi ng) the Frane
Number field to (but not including) the CRC field. The
Length of This FONfield can be used to |ocate the CRC
field.

] . Directed Message field (variable # of bits). The PCC
uses directed nmessages to direct information to subnets
or specific termnals. These nessages perform such
functions as assigning ROWand comruni cations time-
slots, and responding to login or |ogout requests. Al
FOWrequests, notifications, and assignnments shall take
effect during the franme follow ng the one in which they
are received. Directed nessages are transmtted to a
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specific node or subnet. FOWdirected nessages assign
network resources, request status, and update address
guard lists, anong other functions. Table I identifies
the directed nessages and identifies those nessages
that termnals nmust use. Table X identifies required
responses to directed nessages. Directed nessages that
assi gn ROW and communi cations slots are not transmtted
in any predefined order. They can be interm ngled, but
the order of each directed nessage that assigns ROW
slots is inportant in relation to other directed
messages that assign ROWNslots. The sane is true for
the relationship of directed nmessages that assign
communi cations slots. Detailed descriptions of FON

di rected nmessage types are given in Appendix B. Future
FOW di rected nmessage types (see Table 20-XXXI1) w ||
have a Length field, 7 bits wide, follow ng the Message
Type field. This allows termnals that use differing
versions of this specification to parse all FOM sent
by the PCC. For future FONdirected nessages,
followwng the 7-bit Length field will be (i) a 1-bit
ROW Assi gnnent field that specifies whether or not a
ROW nmessage slot is assigned by this FONdirected
message (if the field has a value 1, then a RONslot is
assigned), (ii) a 1-bit conmmunications Assignnment field
t hat specifies whether or not a conmunications slot is
assigned by this FONdirected nessage (if the field has
a value 1, then a communications slot is assigned), and
(tit) if the Communi cations Assignnent field has a
value 1, then a 10-bit Comrunication Slot Size field
foll ows the Communi cation Assignnment field and
specifies the size of the communications slot in the
bui | di ng bl ocks. Termnals shall not fault on
reception of any directed FOWN nessage type that was not
conpletely defined at the termnals' tine of
construction.

k. CRC field (16 bits). The CRC field contains CRC hits
for error detection (see 5.4.3.1).

l. Flush field (6 bits). The Flush field contains data
bits of value zero for flushing the forward error
correction (FEC) encoder

5.1.2 Return orderwire segnent. The ROW segnent begins

i mredi ately follow ng the Iast building block in the FONtI me-
slot. The ROWis made up of a variable nunber of (a) rangi ng ROV
time-slots, each 32 building blocks long, as shown in Figure 3,
and (b) nessage ROWNtinme-slots, each 17 building bl ocks |ong as
shown in Figure 4. The first tine-slots are contention ranging
time-slots. They are used by termnals to performinitial
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rangi ng, as defined in 5.2.2.1.1. The contention ranging tine-
slots are foll owed by assigned ROW nessage and rangi ng slots

whi ch may be interm ngled. Assigned ROWNnessage and rangi ng
tinme-slots, are followed by contention nessage tinme-slots. These
slots are used by termnals to send RON nessages for which the
PCC does not assign ROWti nme-sl ots.
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TABLE X. FOWdirected nessages and required responses.

TYPE OF ROW
FOW MESSAGE CAPACI TY REQUI RED RESPONSE
MESSAGE ALLOCATED

0 FOW Acknowl edge Message Yes ROW Message Acknowl edgnent

1 FOW Acknowl edge Bl ocks Yes ROW Bl ocks Acknowl edgnent

2 FOW Al t er nat e Channel Controller Designate No

Response Message

3 FOW Circuit Assignnent No

4 FONCircuit Setup Response No

5 FON Circuit Tear down No

6 FOW Logi n Response No

7 FOWN Logout Response No

8 FOW Message Acknow edgnent No

9 FOW Message Assi gnnent No

10 FON Message Setup Response No

11 FOW Message Tear down No

12 FOW Mul ti pl e-Hop Begi n Assi gnnents Response No

13 FOWN Ml ti pl e-Hop Gircuit Assignnent No

14 FOWN Ml tiple-Hop Gircuit Preenption Response No

15 FOW Ml tiple-Hop Gircuit Teardown Yes ROW Mul ti pl e-Hop Gircuit
Tear down Response

16 FOW Net wor k St at us Yes ROW Net wor k St at us Response

17 FOW Net wor k St at us Response No

18 FOW Nul | Assi gnnent No

19 FOW Partici pant Status Data Base No

20 FOW Pri mary Channel Controller Designate Yes ROW Pri mary Channel Controller
Desi gnat e Response

21 FOW Rangi ng Assi gnnent Yes None

22 FOW Rel ay Ri ngup Yes ROW Rel ay Ri ngup Response

23 FOW Rel ay Ri ngup Response No

24 FOW Rel ay Sel ect Yes ROW Rel ay Sel ect Response

25 FOW Rel ay Sel ect Response No

26 FOWN Report Status Yes ROW St at us Report or
ROW Channel Controller Status
Repor t

27 FOW Report Termi nal Addresses Yes ROW Ter mi nal Addresses Report

28 FOW Ter nmi nal Address Add or Delete Yes ROW Ter ni nal Address Add or
Del et e Response

29 FOW Ter mi nal Channel Assi gnnent Yes ROW Channel Assi gnnent Response

30 FOW Ter mi nal Channel Return Response No
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8.96 Seconds

Frame

FOW

//
Contention Ranging | Contention Rangin Assigned Assigned :
ISIot ging ISIot ging | .. ROVI\?SIot .................. ROVI\?SIot Contention Message Slots
//
lq— 800 sps —>|
i
32 Buildin
~iocks
Guard Time| Preamble |SOM ‘%‘,";‘ aNode | cRe [Flush| Guard Time
| 739%6ms |g FIELDS | 32604ms |
Note:  These fields also appiy to
assigned ranging slots
FIELD BITS ENCRYPTED CONV. CODED INTERLEAVED CRC DEFINITION

Preamble 264 N N N N Redundant Slot Preamble

SOM 42 N N N N Start of Message Sequence

Burst Type 12 N N N N Burst Type Indicator (Start of
Slot)

Node Address 16 Y Y N Y Terminal or CC Node
Address

CRC 8 Y Y N N Cyclic Redundancy Check
For Error Detection

Flush 6 N Y N N Error Correction Flush Bits

FIGURE 3. ROWranging field definition.
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8.96 Seconds

Frame

FOW

COM

Contentglr(\)gangmg RAOS\?\IIggﬁ)CtIS Contention Message Slots
2400 sps
17 Building Blocks
Preamble Burst Node Message Flush| Guard Time
Type Address
_’| 25.208 ms |<_
Note:  These fields also appiy to ROW contention message time slots
FIELD BITS ENCRYPTED CONV. CODED INTERLEAVED CRC DEFINITION

Preamble 358 N N N Redundant Slot Preamble

SOM 42 N N N Start of Message
Sequence

Burst Type 12 N N N Burst Type Indicator (Start
of Slot)

Node Address 16 Y Y N Y Terminal or CC Node
Address

Message 60 Y Y N Y ROW Message

CRC 8 Y Y N N Cyclic Redundancy Check
For Error Detection

Flush 6 N N N Error Correction Flush Bits

FIGURE 4. ROWnessage field definitions.
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5.1.2.1 ROWRanging tine-slot fields. The ROWranging tine-slot
is conprised of six fields as shown in Figure 3. A ROWNranging
time-slot is 32 building blocks ong. The ROWNDburst tine-slot
size allows a guard tinme of 7.396 ns prior to the nom nal
transmt tinme, and 32.604 ns of guard tinme after the nom nal
transmt tinme (see Figure 3). Considering that the |ast 12.604
nms of the assigned tinme-slot is allocated to the foll ow ng slot,
the total guard tinme before and after the nomnal transmt tine
is 20.0 nms. The six ranging tine-slot fields are descri bed

bel ow.

a. Preanble field (264 bits). See 5.1.1a.
b. Start-of - Message field (42 bits). See 5.1.1b.

C. Burst Type field (12 bits). See 5.1.1.c. The Burst
Type field for a ranging tinme-slot shall be Start- of -
Sl ot .

d. Node Address field (16 bits). This field identifies
the transmtting termnal's | ogin address.

e. CRC field (8 bits). The CRC field contains CRC bits
for error detection (see 5.4.3.1).

f. Flush field (6 bits). See 5.1.1I.

5.1.2.2 ROWnNessage tine-slot fields. Figure 4 illustrates the
ROW nessage tinme-slot field format. ROWnNessage formats are
individually detailed in Appendix C. Table Xl describes the
expected response from each ROV nessage. The seven fields are
descri bed bel ow

a. Preanble field (358 bits). See 5.1.1a.

b. Start-of - Message field (42 bits). See 5.1.1b.

C. Burst Type field (12 bits). See 5.1.1c. The Burst
Type field shall always be Start-of-Slot for ROV
message tine-slots.

d. Node Address field (16 bits). This field identifies
the transmtting termnal's |ogin address.

e. Message field (60 bits). The Message field contains
the ROW nessage being transmtted to the PCC. The ROW
messages are detailed in Appendix C

f. CRC field (8 bits). The CRC field contains CRC bits
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for error detection (see 5.4.3.1).

g. Flush field (6 bits). See 5.1.1I.
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TABLE XI. ROW nessages and FOW responses.
ROW ASS| GNED/
MESSAGE ROW MESSAGE CONTENTI ON FOW ACKNOW.EDGEMENT
TYPE ROW MESSAGE
0 ROW Al t er nat e Channel Contention | FON Al t er nate Channel
Control | er Designate Control | er Designate
Response
1 ROW Assi gn Rangi ng Contention | FON Rangi ng Assi gnnent
2 ROW Channel Controll er Contention | FON Logi n Response
Logi n
3 ROW Channel Controll er Assi gned
St at us Report
4 RON Circuit Setup Contention | FONCircuit Setup
Response,
FOW Ci rcuit Assignnent,
FOW Mul ti pl e- Hop
Circuit Assignnent
Response,
or
FOW Ter mi nal Channel
Assi gnnent
5 ROW Circuit Tear down Contention | FONCircuit Teardown
6 ROW Logi n Contention | FON Logi n Response
7 ROW Logout Contention | FON Logout Response
8 ROW Message Acknow edgnent Assi gned
9 ROW Message Set up Contention | FON Message Setup
Response or
FOW Message Assi gnnent
10 ROW Message Tear down Contention | FON Message Tear down
11 ROW Mul ti pl e- Hop Begin Contention | FON Mul ti pl e-Hop Begin
Assi gnment s Assi gnment s Response
12 ROW Mul tiple-Hop Circuit Contention | FON Ml ti pl e-Hop
Preenption Circuit Preenption
Response
13 ROW Mul tiple-Hop Circuit Contention | FON Ml ti pl e-Hop
Resunpti on Circuit Assignnent
14 ROW Mul tiple-Hop Circuit Contention | FON Ml ti pl e-Hop
Tear down Circuit Teardown
15 ROW Mul tiple-Hop Circuit Assi gned
Tear down Response
16 ROW Net wor k St at us Contention | FON Network Status
Response
17 ROW Net wor kSt at us Response Assi gned

41




M L- STD- 188- 182

ROW ASS| GNEDY
MESSAGE ROW MESSAGE CONTENTI ON FOW ACKNOW.EDGEMENT
TYPE ROW MESSAGE
18 ROW Bl ocks Acknow edgnent Assi gned
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TABLE XI. ROW nessages and FOWNresponses. (Continued)

ROW ASS| GNED/
MESSAGE ROW MESSAGE CONTENTI ON FOW ACKNOW.EDGEMENT
TYPE ROW MESSAGE
19 ROW Pri mary Channel Assi gned
Control | er Designate
Response
20 ROW Rel ay Ri ngup Cont enti on FOW Rel ay Ri ngup
Response
21 ROW Rel ay Ri ngup Response Assi gned
22 ROW Rel ay Sel ect Cont enti on FOW Rel ay Sel ect
Response
23 ROW Rel ay Sel ect Response Assi gned
24 ROW St at us Report Assi gned
25 ROW Ter mi nal Address Add or Assi gned
Del et e Response
26 ROW Ter mi nal Addresses Assi gned
Repor t
27 ROW Ter mi nal Channel Assi gned
Assi gnnent Response
28 ROW Ter mi nal Channel Return Cont enti on FOW Ter mi nal Channe
Ret urn Response

5.1.3 Communi cations segnent. Network conmmuni cations shall be
conducted in an assigned tine-slot wwthin the frane's

communi cations segnent. The communi cations segnent follows the
ROW segnent and consists of tinme-slots that vary in nunber and

| ength. Two types of communications tinme-slots exist: a circuit
service and a nessage service.

5.1.3.1 Communications circuit-service tine-slot fields. The
communi cations circuit-service tinme-slot consists of six fields.
Figure S illustrates the tine-slot format. The fields are

descri bed bel ow

a. Preanble field. (Variable nunber of bits based on the
nodul ation rate) (See 5.1.1a.)

b. Start-of - Message field (42 bits). See 5.1.1b.
C. Burst Type field (12 bits). See 5.1.1c.

d. Data field (variable). The Data field contains data
for transm ssion. Data field size depends on the I/0O
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rate of the baseband equipnent. (See 5.4.2.2.)
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8.96 Seconds

Frame

FOW

ROW

=r=

Circuit Service

Message Service

Message Service

Slot Slot | Slot
600, 1200,
2400, or 3000 sps
Variable # of Building Blocks
Burst | Data | Circuit Burst ]
Preamble |SOM Type | Field Kind Flush| Guard Time
FIELDS | 25.208 ms |
CONVOLUTIONALLY
FIELD BITS ENCRYPTED CODED" INTERLEAVED" DEFINITION

Preamble Variable N N N Preamble
Burst Length
Rate (Bits)
600 278
1200 298
2400 358
3000 408

SOM 42 N N N Start of Message

Sequence

Burst Type 12 N N N Burst Type Indicator

Data Field Variable N’ Y Y See 5.4.2.2.3

Circuit Burst Kind 8 N Y N See5.4.2.2.4

Flush™ 6 N Y N Error Correction Flush

Bits

NOTE: Data may be encrypted by the user baseband device.

" NOTE: Applicable only if the communication is assigned to be coded.

FI GURE 5.

Communi cations circuit-service field definitions.
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Crcuit Burst Kind field (8 bits). The Crcuit Burst
Kind field indicates whether the burst is (a) the
first burst of a transm ssion that consists of at |east
one additional burst, (b) a nomnal burst, not the
first or last burst of a transmssion, (c) the second
fromlast burst of a transm ssion (not used in every
transm ssion), or (d) the last burst of a transm ssion
(see 5.4.2.2.4).

Flush field (6 bits). See 5.1.1I.

5.1.3.2 Comuni cations nessage-service tinme-slot fields. The
comruni cati ons nessage-service tinme-slot consists of seven

fields.

Figure 6 illustrates the tinme-slot format. The fields

are descri bed bel ow

a.

g.

Preanble field (Variable nunber of bits based on
nodul ation rate). See 5.1.1a.

Start-of - Message field (42 bits). See 5.1.1b.
Burst Type field (12 bits). See 5.1.1c.

Packet field (variable # of bits). The Packet field is
an integer nunber of data bl ocks. Each data block is
224 bits. The integer nunber ranges between 1 and 10
for coded bursts, and is an even nunber between 2 and
20 for uncoded bursts. Message services are fully
described in 5.4.2.3.2.

Unused Byte Counter field (8 bits). The Unused Byte
Counter field indicates the nunber of unused (fill)
bytes in the | ast burst nmessage data bl ock (see
5.4.2.3.2.5).

CRC field (16 bits). The CRC field contains CRC hits
for error detection (see 5.4.3.1).

Flush field (6 bits). See 5.1.1l

5.1.4 Data field transm ssion. Data fields shall be transmtted
in the sequence defined by Figures 3, 4, 5, 6, and 7. For each

field,

the M5B (the left-nost bit) shall be transmtted first.

For exanple, if the address of a termnal is 0000000011110101

(245),

the first bits transmtted are the | eading zeros.

5.1.5 Systemguard tinme. Each termnal shall ensure that its
transm ssions always fall within its allocated tine-slots, as
depicted in Figure 7. The nomnal start of a nonranging

transm ssion al ways coi ncides with the beginning of an assigned
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time-slot. The allocated tine-slot, in each case, includes the
nomnal transmt tinme within the assigned tine-slot, plus 12.604
ms of guard tinme preceding the assigned tinme-slot, and all but
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8.96 Seconds

Frame
1 |
FOW ROW
Message Service Circuit Service Message Service Circuit Service
: Slot [ Slot Slot Slot
I<\— 600, 1200,
2400, or 3000 sps
Variable # of Building Blocks
Burst Unused .
Preamble |SOM Type Packet Byte Cnt CRC |Flush| Guard Time
FIELDS | 25.208 ms |
CONV.
FIELD BITS ENCRYPTE CODED** INTERLEAVED** CRC DEFINITION
D
Preamble Variable N N N N Preamble
Burst Rate Length (Bits)

600 278
1200 298
2400 358
3000 408

SOM 42 N N N N Start of Message Sequence

Burst Type 12 N N N N Burst Type Indicator

Packet Variable N* Y Y Y See 5.4.2.3

Unused Byte 8 N Y N Y See 5.4.2.3

Counter

CRC 16 N Y N N Cyclic Redundancy Check For

Error Detection
Flush™ 6 N Y N N Error Correction Flush Bits

NOTE: Data may be encrypted by the user baseband device.

NOTE: Applicable only if the communication is assigned to be coded.

FI GURE 6.

Communi cati ons nessage-service field definitions.
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ASSIGNED TIME SLOT

NOMINAL START OF BURST

4— NOTE 1 / 4— NOTE2 —P

GUARD TIME GUARD TIME
SPECIFIED AT
THE END OF START BURST | OTHER AT THE END
PREAMBLE OF TYPE DATA OF THIS
PREVIOUSLY MESSAGE | INDICATOR
ASSIGNED TIME ASSIGNED
sLoT TIME SLOT

12.604 ms% 12.604 ms€—

NOMINAL TRANSMIT TIME

[
BURST MUST BEGIN BURST MUST END
AFTER THIS TIME ALLOCATED TIME SLOT BEFORE THIS TIME

NOTE 1: At least 25.208 ms if previous slot is ROW message or communications slot.
At least 32.604 ms if previous slot is ROW ranging.

NOTE 2: At least 25.208 ms if assigned slot is ROW message or communications slot.
At least 12.604 ms if assigned slot is FOW slot, i.e., there is no guard time at the end of the allocated FOW slot.

FIGURE 7a. Allocated guard times for bursts except ranging

ASSIGNED TIME SLOT

NOMINAL START OF BURST

4— NOTE 3 — 32,604 ms —W
GUARD TIME | GUARD TIME AT SUARD TIVE
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ASSIGNED TIME RANGING ASSIGNED
SLOT TIME SLOT TIME SLOT
12.604 I<— 7.396 ms 20—P{12.604 ms|€—
ms ms
20 ,|
ms NOMINAL TRANSMIT TIME
[
RANGING BURST RANGING
MUST BEGIN ALLOCATED TIME SLOT BURST MUST END

AFTER THIS TIME BEFORE THIS TIME

NOTE 3: At least 25.208 ms if previous slot is ROW message slot.
At least 32.604 ms if previous slot is ROW ranging slot.
At least 12.604 ms if previous slot is FOW slot, i.e., all of the guard time at the end of the previous slot
(if a FOW slot ) is allocated to the ranging slot.

FIGURE 7b. Allocated guard times for ranging bursts

FIGURE 7. Allocated guard times for bursts.
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the last 12.604 nms of the guard tine specified within the
assigned tinme-slot. This results in a guard tine of at |east
12.604 ns provided before and after the nom nal burst tine,
except for FOWand ranging tine-slots.

a. The FOW defines systemtimng, therefore, no guard tine
is needed for the FON For the FONtine-slot, all of the
12.604-nms guard tine specified at the end of the assigned tine-
slot is allocated to the first Contention Ranging tinme-slot. For
ranging tinme-slots, the 12.604-ns guard tine at the end of the
previous tinme-slot and initial guard tinme ahead of the burst in
the assigned tinme-slot conbine to provide 20 nms of guard tine
before the nom nal burst tine. Subtracting 12.604 ns fromthe
guard tine specified at the end of the assigned tine-slot results
in 20 ms of guard tinme allocated after the nom nal burst tine.

b. Termnals can maintain timng by perform ng periodic
range neasurenments (that is, active ranging) in RONranging tine-
sl ots assigned for that purpose. However, active ranging is not
required if timng accuracy can be otherw se determ ned and
mai ntai ned. Term nal design shall prohibit the use of the
Contention Ranging tinme-slots except when (1) performng initial
ranging (prior to login), or (2) its uplink timng error becones
excessive. |If active ranging is used, the term nal design shal
allow the terminal to maintain sufficient uplink timng (that is,
within 12.604 ns) for a period of at |east 4.6 hours followng a
successful range.

5.2 Synchronization. Termnal timng shall be aligned with the
PCCtimng. Prior to logging into the network, each term nal
shal | perform downlink and uplink acquisition to align its frame
timng wth that of the PCC. Thereafter, each term nal shal
track the downlink and performranging (active or passive) to

mai ntain uplink timng. The termnal can also maintain timng by
maki ng adj ust ments based on neasured changes in franme tim ng.

For this purpose the term nal can assune that the PCC tine
accuracy is 2.5 x 107 or better.

5.2.1 Downlink synchronization. Prior to initiation of any
network transm ssion, the term nal shall perform downlink
acquisition. Wen the termnal successfully conpletes initial
frame acquisition and is able to interpret the FON downl i nk
acquisition is achieved.

a. Initial frame acquisition shall involve (1)
acqui sition of downlink synmbol timng by acquiring the FOW sl ot
preanble, (2) acquisition of downlink slot timng by detecting
the FOW sl ot SOM sequence, and (3) acquisition of frame timng by
detecting the unique start-of-frame burst type indicator.
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b. If the term nal achieves initial frame acquisition, the
termnal shall attenpt to interpret the FON by proceeding with
error correction decoding (see 5.4.3.2), decryption (see 5.5.1),
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and CRC validation (see 5.4.3.1). Wen the FONis correctly
decoded, decrypted, and CRC-checked, downlink acquisition is
consi dered successful.

C. The term nal shall term nate uplink transm ssion upon
| oss of the downlink synchronization (loss of the FON. If no
FOW burst is received for 200 consecutive franmes, the term nal
shal |l assune that | ogin and service request information at the
PCCis lost. |If downlink acquisition is recovered within 200
frames, the termnal shall not log in or retransmt service
requests whi ch have been previously acknow edged by the PCC

5.2.2 Uplink synchronization. Prior to network log in, a

term nal shall performuplink acquisition. Termnals that use
active ranging shall range in the Contention Ranging time-slots
of the RONW If a ranging attenpt is successful, or if the
termnal determnes uplink timng in sone other manner, uplink
acquisition is successful. |If the termnal's initial active
rangi ng attenpt is not successful, it will proceed in accordance
with 5.2.2.1.2.

5.2.2.1 Termnal active ranging. The termnal that perforns
active ranging shall set the Ranging Type field of the ROWN Login
nmessage to zero (0). To performactive ranging, a termnal shal
transmt a short burst in accordance with 5.1.2.1 and Figure 3
and shall neasure the round-trip propagation tine to the
satellite. The propagation tine value is then used to ensure
that termnal timng is aligned with the timng of the PCC

Term nal s may conmpute changes in satellite ranges based on when
FON are received. Termnals that use this nethod shoul d nonitor
for a change in the PCC address in the FONas this may be
acconpanied by a junp in FONti m ng.

5.2.2.1.1 Termnal contention ranging. Prior to login, the
termnal may performinitial ranging in the RONsegnent's
Contention Ranging tinme-slots. |If initial ranging is
unsuccessful , subsequent ranging attenpts shall occur in the
Contention Ranging tinme-slots during franes determ ned by the
algorithmdefined in 5.2.2.1.2. Atermnal that perforns active
ranging is permtted to performan initial attenpt (in a
Contention Ranging tinme-slot) in any frame prior to login, and in
any frame after its uplink timng error becones excessive.

5.2.2.1.2 Contention-ranging backoff algorithm Follow ng an
unsuccessful attenpt to range in a contention-ranging time-slot,
the termnal shall select a frame and slot for further
contention-ranging attenpts. The contention ranging RONslot in
which to retransmt the ROWNrangi ng nessage shall be sel ected
using an algorithmthat uses two | evels of random zation. The
first level of random zation determnes the frane in which
retransm ssion of the RONrangi ng nessage is to occur. The
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second | evel of random zation determ nes the contention ranging
ROW sl ot for retransm ssion of the rangi ng nessage. The
contention ranging ROVNtine-slot selection process shall be as
fol |l ows:
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a. To determne the frane in which to retransmt the
contention rangi ng ROV nessage, the term nal shall use
the acqui sition backoff nunber. For initial
retransm ssion, the value of the acquisition backoff
nunber is 2. For subsequent retransm ssions, the val ue
of the acquisition backoff nunmber is 5, 10, 50, 100,
and 250. The term nal shall derive a uniformy
di stributed random nunber (Ul) between 1 and the
acqui sition backoff number, inclusive. Starting at the
next frame, the termnal shall determ ne the
accunul ated nunber of contention ranging slots (see
6.4). The frame in which the accunul ated nunber equal s
or exceeds Ul shall be the franme for retransm ssion of
the contenti on ROWNTrangi ng nessage.

b. To determi ne the contention ranging slot in which to
retransmt the contention RONrangi ng nessage, the
termnal shall derive a uniformy distributed random
nunmber (U2) between 1 and the nunber of contention
ranging slots inclusive, in the frame determned in a,
above. The termnal shall use the contention ranging
ROWslot U2 for retransm ssion of the contenti on ROV
rangi ng nessage.

5.2.2.1.3 Termnal assigned ranging. The PCC all ocates
assigned-ranging tine-slots to all |ogged-in participants in the
satellite coverage area if they |logged-in as active ranging
termnals. The interval between assigned-ranging tine-slots does
not exceed 4.5 hours for each participant. |If active ranging is
used, the termnal shall range using the tinme-slot defined by the
FOW Rangi ng Assi gnnent nessage.

a. If a termnal perforns active rangi ng and does not
recei ve a FON Rangi ng Assi gnnent nmessage within 4.5 hours since
the tinme it nost recently ranged successfully, or if the ranging
in an assigned ROWNtinme-slot is unsuccessful, the termnal shal
request an assignnment to range. The request shall be sent in the
contention portion of the RON using an RON Assi gn Rangi ng
message.

b. If a termnal perforns active rangi ng and does not
successfully range prior to its uplink timng error being greater
than +12.604 ns, the termnal shall inhibit transm ssions (other

than ranging) until ranging is successfully perforned. If a
termnal perforns active ranging and its uplink timng error
beconmes excessive (that is, no longer within £12. 604 ns), the
termnal shall range in the contention-ranging tinme-slot as
defined in 5.2.2.1. 2.

5.2.2.2 Termnal passive ranging. Termnals that passively
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range shall report this to the PCC in the RONLogi n Message by
setting the Ranging Type field to 1. The PCCwill not allocate
assigned ranging slots to the logged-in termnals that use
passive ranging. Any termnal that has identified itself as
perform ng passive ranging may request an active ranging slot by
a ROW Assi gn Rangi ng nessage. The term nal shall then transmt a
ROW rangi ng burst in accordance with 5.1.2.1 in the assigned ROV
tinme-slot.

5.3 Link quality neasurenent. The term nal shall report the
carrier-power--to--noise-spectral-density ratio (CN,) of the
received FONto within 1 dB. The termnal shall report |ink

quality to the PCC at | ogin using a RONLogin nessage or when
requested using a ROWN Status Report nessage.

5.4 Communi cations characteristics

5.4.1 Communi cations services

5.4.1.1 TDMA communi cations services. The protocol supports a
m xture of circuit services and nessage services. Circuit
services may be either preassigned or denmand-assi gned.
Preassigned circuit services are set up by the PCC and assi gned
to the termnal in the FONG rcuit Assignnent nessage. The
Virtual Port field of the FOWVidentifies the service as

preassi gned. Preassigned circuit services are not subject to
preenption, as are demand-assigned services. Table Xl lists the
types of services available for |ocal (operating wthin a single
satellite footprint) and global (involving nmultiple-hop routing)
coverage. Muiltiple-hop routing is acconplished by a rel ay
capability, within the NCS, that can transfer information between
channels in a global network. Point-to-point operation involves
two termnals. Subnet operation can involve comuni cations anong
any nunber of termnals, but is set up only when two or nore
participating termnals are |ogged in.

TABLE XI'I. Conmuni cations services.
COMMUNI CATI ONS OPERATI ON TYPE OF SERVI CE END- TO- END COVERAGE
SERVI CE ACKNOW.EDGVENT AREA

Circuit (Data) Poi nt -t 0- poi nt Ful | - dupl ex No Local / d oba
Crcuit Poi nt -t 0- Poi nt Hal f - dupl ex No Local / d oba
( Dat a/ Voi ce)

Crcuit Subnet Hal f - dupl ex No Loca

( Dat a/ Voi ce)

Message (Dat a) Poi nt -t 0- Poi nt Si npl ex Yes Loca
Message (Dat a) Subnet Si npl ex No Loca
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t wo- way conmuni cati ons can take place.
provi des two-way communi cati ons,
only one direction (fromone source term nal)

For a hal f-duplex circuit service,

use of the time-slot to prevent

Circuit service provides a
communi cations path between term nals over which one-way or

Hal f - dupl ex service

i nterference.

but with the comunications in
in any one frane.
a single time-slot

i s assigned
in each franme, and the addressed term nals nust coordi nate the

A full-dupl ex

circuit service is assigned two tine-slots in each frane,
permtting communications in two directions during the frane.

The term na
75, 300, 600,

shal |

provide circuit service at data I/ O rates of

1200, and 2400 bps and at the digital voice rate of

2400 bps, as indicated in Table X I
TABLE XIIl1. Network circuit communications 1/O data rates.
COVMUNI CATI ONS FULL- OR HALF- | / O DATA RATE ( bps)
CIRCU T DUPLEX
SERVI CE 75 300 600 | 1200 | 2400
Data Circuit Hal f - Dupl ex X X X X X
Data Circuit Ful | - Dupl ex X X X X
Voice Crcuit Hal f - Dupl ex X
5.4.1.1.2 Message service. A nmessage service provides
communi cations resources for the transm ssion of data, using a
bl ock protocol. Al nessage services are sinplex services. A

sinplex service is one in which a single term nal
transm ssi ons.

for all

Messages shal

is the source
be | ess than or equal

to

114,688 bits which is equivalent to 512 bl ocks of 224 bits each.
Crypt ogr aphi ¢ equi pnent preanbles and pad bits, and any 1/0

equi pnment overhead bits such as start, stop, and parity, shall be
included in the 114,688-bit maxi num

5.4.1.2 Dedicated connuni cations services. A dedicated channel
service provides a 5- or 25-kHz UHF SATCOM channel over which two
termnals (point-to-point) or nultiple termnals (subnet) can
comruni cate. Voi ce and data comruni cati ons on dedi cated channel s
shall be in accordance with M L-STD 188-181

5.4.1.3 25-kHz TDMA communi cation services. Termnals may be
directed to swtch to 25-kHz TDVA wavef orm operation using a

FOW Ter m nal Channel Assignnment nmessage. Conmmuni cation on the
assi gned 25-kHz TDMA channel shall be in accordance with M L-STD
188- 183.
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5.4.2 Conmmuni cations Protocols

5.4.2.1 TDMA access control

5.4.2.1.1 Preassignnent of circuit services. Any point-to-point
circuit service can be preassigned. Additionally, anong
termnals on a single satellite channel, subnet circuits can be
preassi gned. Setup, control, and teardown of the preassigned
services are perforned at the NCS. Wen the preassigned service
is set up, the PCC designates the source and destination
termnals. The source termnal nust be wwthin the satellite
coverage area controlled by the PCC. The source term nal need
not be logged into the network at the tine a preassigned circuit
is set up. The destination termnal(s) also need not be | ogged
into the local network at the tinme a preassigned circuit is set
up if the service is local (single footprint). However, if a
destination termnal is located in a different satellite coverage
area (that is, the service is multiple-hop), the destination
term nal nust be logged into its local PCC at the tine the
service is set up

a. I f the NCS operator requests the set up of a
preassigned circuit service and at |east two participating
termnals are logged in, the service is considered active and the
PCC nmakes assignnments using FONCi rcuit Assignnent nessages.

When ot her participating termnals log in, they are notified of
an active preassigned service via the FONCi rcuit Assignnment
nmessage.

b. I f the NCS operator requests the set up of a
preassigned circuit service and |less than two participating
termnals are logged in, the PCCretains it in a dormant state in
whi ch assignnments are not nmade. The service renains dormant
until at least two participants log in, at which tine the state
of the service transitions to active and the PCC issues
FONCircuit Assignnment nessages to the logged in participants.

C. As termnals |log out or when a guard |ist changes such
that |l ess than two service participants are |logged in, the
preassigned circuit enters the dormant state and the PCC sends
the FONCircuit Teardown nmessage to the participating term nals.
When the NCS operator explicitly tears down the preassigned
circuit, the PCC uses a FONCircuit Teardown nessage to notify
term nal s. Mul tipl e-hop preassigned circuits may be
automatically torn down if there is an interruption in the relay
communi cations connectivity established when the set up of the
preassi gned service was request ed.

d. A termnal shall respond to normal FOWrequests and
commands while participating on a preassigned circuit. ROW
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service requests froma termnal involved in a preassigned point-
to-point circuit, and point-to-point services addressed to a
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termnal involved in a preassigned point-to-point circuit are not
set up until the preassigned service is torn down. |[If service
requests are nade by a termnal prior to the setup of a

preassi gned point-to-point service involving that termnal, the
requested service is either blocked or torn down, depending on
its state just before the preassigned point-to-point service is
set up. A queued service request will be bl ocked, and an active
service will be torn down. Term nals receive resource
assignnents for preassigned circuit services in the FONCG rcuit
Assi gnnent nessage. Term nals shall not request a teardown for
preassigned circuits.

5.4.2.1.2 Precedence and preenption. The waveform supports
preenption of | ower-precedence, demand-assi gned comruni cati ons by
hi gher - precedence conmuni cations. Term nals shall originate each
service request at one of five levels of precedence. In
decreasi ng order of precedence, these |levels are Flash Override,
Fl ash, Imediate, Priority, and Routine. After a service is

assi gned conmmuni cations resources, the lack of a service
assignnment in an FOWburst indicates the service is preenpted.

5.4.2.1.3 Access restrictions. The PCC can restrict access to
network resources through term nal access restriction, system
access restriction, and systemservice restriction.

5.4.2.1.3.1 Termnal access restriction. Term nal access
restriction is a termnal attribute set at the NCS. |t defines

t he maxi mum precedence for conmunications traffic originated by
the termnal. Termnal access restriction does not apply to
services assigned to a destination termnal. Term nal access
restriction is provided to a termnal in the FONLogi n Response
message. No service request whose precedence exceeds the

term nal access restriction shall be transmtted by the term nal,
unl ess the destination address is zero (nuneric value). See
54.2.5.1. 2.

5.4.2.1.3.2 System access restriction (Appendix A Table 10-1,
FOW Syst em Message val ue 0-6). System access restriction, a
systemattribute set at the NCS, limts contention RON

transm ssions during heavy traffic periods. System access
restriction is the m ni num precedence for service requests
originating at any termnal in the network. A termnal shall not
transmt a service request if the precedence is |less than the
system access restriction.

5.4.2.1.3.3 Systemservice restriction (Appendix A, Table 10-1,
FOW Syst em Message value 7-8). The system service restriction is
specified in a FOVNsystem nessage. Wen the FOWN system service
restriction is specified as being on, a termnal shall not
originate requests for 2400-bps nultiple access channel circuit
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services. Termnals may request 2400-bps voice and data services
on dedi cat ed channel s when the system service restriction is on.

5.4.2.1.4 Authorization. A termnal shall not transmt except
as permtted in this ML-STD and authorized by the PCC. The NCS
operator can update the authorization status of any node address.
Logged in network partici pants whose address authori zation
changes from authorized to unauthorized are automatically | ogged
out of the network.

5.4.2.1.5 Network login

5.4.2.1.5.1 Termmnal login. A termnal shall prohibit any type
of transm ssion other than ranging and login until it receives a
positive | ogin acknow edgnent. A termnal may |login follow ng
acqui sition of the downlink and the uplink. A termnal shall
select a randomtime to transmt a ROWNLogin nessage in the
contention portion of the RON The randomtine shall be selected
in accordance with 5.4.2.1.7.4.1. |If the login nessage is

recei ved correctly, the PCC sends a FON Logi n Response nessage to
the requesting termnal. Once the termnal receives a positive

| ogi n acknow edgnent, the termnal may participate in the
network. |If the term nal does not receive a login response in
the FON within the tinme specified in 5.4.2.1.5.2.2, it shall
retransmt the nmessage using the ROWNacknow edgnent/retry
protocol defined in 5.4.2.1.7.4.2. For termnal login only, the
termnal may retransmt the nessage using the acknow edgnent/
retry protocol until login is acconplished. Silent term nals may
be | ogged in by the NCS operator.

5.4.2.1.5.2 Oderwire nessage acknow edgnent

5.4.2.1.5.2.1 FOWnessage acknow edgnent. Certain FOW nessages
require a term nal acknow edgenent, using a ROW nessage (see
Table X). Termnals logged in as Silent Term nals are not
obligated to respond to these FOVN nessages. ROW nessages
responding to these FOVN nessages shall be transmtted within
assi gned ROWti nme-sl ots.

5.4.2.1.5.2.2 ROWnNnessage acknow edgnent. A term nal sending a
ROW nessage in a contention RON sl ot should expect a FOWN
acknow edgnent nessage. |If no acknow edgnent is received within
four franes, the termnal shall use the acknow edgnent/retry
protocol specified in 5.4.2.1.7.4.2 for retransm ssion of the ROW
message. |If no acknow edgnent is received within four franes
after retransm ssion, the termnal shall termnate the orderwire
message retransm ssion attenpt. Further orderw re nessage
retransm ssion attenpts nmust be initiated by the term nal
operator, except for termnal |ogin nessages as described in
5.4.2.1.5. 1.
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5.4.2.1.6 Network managenent

5.4.2.1.6.1 Termnal |ogout. Wenever possible, a termnal

shal |l logout by transmtting a RONLogout nessage in a contention
ROWtine-slot. The termnal shall follow the protocol specified
in 542 1.7.4. 1f a logout response is not received, the

term nal shall termnate the |ogout protocol and consider itself
| ogged out of the network.

5.4.2.1.6.2 Automatic logout. A termnal is |ogged out, and
t herefore cannot participate in the network, whenever a

FOW Logout Response nessage is received. An automatic | ogout
occurs under any of the follow ng circunstances:

a. The PCC changes the term nal address from authorized to
unaut hori zed.

b. The PCC does not permt a node address to be duplicated
in termnal guard lists. [If this occurs, the PCC | ogs

out the nost recently logged-in termnal that has a
dupl i cat e node address.

C. The term nal does not respond to any of four
consecutive FON Report Status nessages and has not
logged in as a Silent Term nal.

5.4.2.1.6.3 Queued service requests. Service requests that are
queued are either bl ocked or pending. A service is considered

bl ocked when its assignnment requires the conpletion of another
service or operation; that is, the source or destination is busy.
A service becones unbl ocked, either pending or active, when the
bl ocki ng condition clears. A service is considered pendi ng when
it is not blocked, but it has not been assigned comruni cations
resources. This condition can occur when other services, such as
equal or higher-precedence services or preassigned circuits, have
been assigned all avail abl e communi cati ons resources. The PCC
does not report blocked or pending status to the termnal. The
PCC does, however, report queued status to the termnal in the
FONCrcuit Setup Response or FOWN Message Setup Response.

5.4.2.1.6.4 Queued mai ntenance. The PCC nmanages and mai nt ai ns
all service requests. The PCC processes denand-assi gned service
requests on a first-in, first-out (FIFO basis within a
precedence category.

a. For each requested service, the PCC nmaintains a tiner
whose duration is 805 frames (approximtely 2 hours) for | ocal
services, and 1342 franmes (approximately 3.3 hours) for
mul ti pl e-hop services. The termnal should maintain simlar
timers. The PCC deletes fromits queue the requests held at the
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PCC whi ch have not been all ocated resources prior to the PCC
timer expiration. The PCC notifies the source termnal of the
service termnation and the reason for termnation. |If the
requesting termnal does not receive an assignnment or a teardown
for a service prior to the expiration of the termnal's tiner,
the term nal should consider the service torn down.
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b. The PCC also nmaintains a tinmer on a preenpted service.
The duration of this tiner is 38 frames (approxi mately 6 m nutes)
for a local service, and 53 frames (approximately 8 m nutes) for
a multiple-hop service. If the PCCs timer for a preenpted
service expires prior to resunption of assignnent of channel
resources to that service, the PCC tears down the service. The
PCC notifies the source termnal of the teardown and the reason
for the teardown. On receipt of the teardown, the term nal shal
informthe operator that the service has been torn down by the
PCC. It is possible that the terminal could mss the
notifications of torn down services. Therefore, it is
recomended that the termnal maintain simlar tiners (as defined
in the termnal specifications) for its preenpted services.

5.4.2.1.7 Frane construction

5.4.2.1.7.1 Forward orderwire resource assignnent. The quantity
of channel resources allocated to the FONfor a given franme is
determ ned one frame in advance and is transmtted to each
network nmenber in the Length of Next FONfield in each FON
Adaptive techniques are used to determ ne the allocation of
channel resources, based on whether the previous allocation was

i nadequat e, adequate, or excessive for FOWN nessages to be
transmtted.

5.4.2.1.7.2 Comuni cations service assignnent. The PCC renoves
communi cations service requests fromthe top of the queue (ol dest
in the queue) and assigns resources until the comunications
segnent of the franme is full or until there are no nore queued
requests. The PCC sends conmunications assignments in the FON
The process may result in service assignnment to different
positions within a frane fromone frane to the next. The
position of a tine-slot shall be determined fromthe ordering of
assignnents in the FOVNburst. Comunication tinme-slots are
assigned in reverse order, that is, fromthe latest (last) to the
earliest (first). More specifically, the service receiving the
first tinme-slot assignnment in the FONis assigned to the | ast
tinme-slot in the comunications segnent of the next frame, the
second in the second to last, and so on. At nost, one 2400- bps,
digital-voice, circuit-service tinme-slot is assigned in any
frame. The 2400-bps tinme-slot for digital voice service is
assigned only to the last tine-slot in the frane's comruni cati ons
segment .

5.4.2.1.7.3 Return orderwire resource assignnent. The ROW
segnent contains three sequential sections: contention ranging
tinme-slots, assigned RONtinme-slots, and contenti on ROVN nessage
time-slots (see Figure 4). The assigned RONtime-slots are used
for both assigned rangi ng and ROVN nessages, and are assi gned by
the PCCin the FON The position of a RONtine-slot assignnment
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is based on the ordering of assignnents in the FONburst. ROW
time-slots are assigned fromthe earliest assigned tine-slot to
the latest. Thus, the termnal receiving the first ROWV
assignment in the FONshall transmt during the first assigned
ROWtime-slot (followi ng the contention ranging tinme-slots), the
second in the next, and so on.

5.4.2.1.7.4 Protocol for contention return orderwire nessage
transm ssion. A termnal shall identify the beginning of
contention RONtinme-slots by analyzing the Length of Next FOW
field and FON directed nessages that assign ROWcapacity. All
channel tinme fromimediately followi ng the end of the assigned
ROWtine-slots (determ ned by parsing the FON, and preceding the
assi gned communi cations tine-slots (al so determ ned by parsing
FOWV directed nessages), is available for contention RONti me-
slots. This remaining tinme (measured in building blocks) is

di vided by 17 to provide the nunber of contention ROW nessage
tinme-slots available in the frame. These contenti on ROV nessage
time-slots shall imediately follow the assigned RONtine-slots.

5 4.2.1.7.4.1 lnitial transm ssion of contention return
orderwire nmessage. Any frame may be used for initial

transm ssion of a contention RON The contenti on RONti ne-sl ot
wthin the frane shall be selected at random based on a uniform
distribution over the contention RONtine-slots within the frane.

5.4.2.1.7.4.2 Return orderwire acknow edgnent/retry protocol.
This protocol is used for the selection of a single automatic
retry. Further retries shall not be automatic (Wil require
operator intervention). Miltiple automatic retries are all owed
only for termnal |ogin nessages as described in 5.4.2.1.5.1.
Termnals transmtting a contenti on ROVN nessage shall expect to
receive a FONresponse. Termnals that do not receive a response
shal | assune that the contention ROVNnessage was not received by
the PCC. The contention RONslot in which to retransmt the
contenti on ROW nessage shall be selected using an al gorithmthat
uses two |l evels of random zation. The first |evel of

random zation determnes the frame in which retransm ssion of the
contention RONnessage is to occur. The second |evel of

random zation determ nes the contenti on RONsl ot for

retransm ssion of the contenti on ROV nessage. The contention ROW
ti me-slot selection process shall be as foll ows:

a. To determine the frame in which to retransmt the
contenti on ROWN nessage, the termnal shall use the
contention backoff nunber nost recently transmtted by
the PCC (in a FONsystem nessage). The term nal shall
derive a uniformy distributed random nunber (Ul)
between 1 and the contention backoff nunber, inclusive.
Starting at the next frame, the termnal shall
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determ ne the accunul ated nunmber of contention ROW
slots. The frame in which the accunul ated nunber
equal s or exceeds Ul shall be the frame for
retransm ssion of the contenti on ROV nessage.
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b. To determ ne the contention ROWslot in which to
retransmt the contention ROVN nessage, the term nal
shal|l derive a uniformy distributed random nunber (U2)
between 1 and the nunber of contention ROWSsI ots,
inclusive, in the frane determned in a, above. The
termnal shall use the contention ROWNslot U2 for
retransm ssion of the contenti on ROV nessage.

5.4.2.1.7.5 Contention reporting. The term nal has two nethods
of reporting its success in receiving acknow edgnents to
contenti on ROV nessages. One nethod is in a contention ROW using
the Retry Flag, and the other is in an assigned RONusing the
Retransm ssion Flag, as indicated bel ow

a. Wthin a contenti on ROV nessage, the term nal shall use
the Retry Flag to indicate if the transmssion is a
first attenpt or a retry.

b. Wthin an assi gned ROV nessage, the termnal shall use
the Retransm ssion Flag to indicate if the | ast
contention RONtransm ssion was successful .

The term nal shall remenber if the contention ROV nessage nost
recently transmtted was acknow edged. The term nal shall set
the Retransm ssion Flag if a response to a retransmtted
contention ROWis not received within four franes. The term nal
shal|l reset the Retransmssion Flag if (1) it receives a response
to a contention RON (2) it detects a change in the ROW backof f
nunber received in the FON or (3) 30 m nutes has el apsed since
the Retransm ssion Flag was set. The PCC uses this

Retransm ssion Flag and Retry Flag information in conmputing the
ROW backof f nunber.

5.4.2.2 TDMA circuit service

5.4.2.2.1 (Crcuit service setup. To originate a circuit

service, the termnal shall transmt a RONCi rcuit Setup nessage.
In response to the request, the PCC sends either a FONC rcuit
Assi gnnent nessage that establishes the service, or a FONC rcuit
Set up Response nessage that indicates the request is in the queue
or explains the denial of service. |If a response is received,
the termnal shall abort the ROWacknow edgnent/retry protocol.

5.4.2.2.2 drcuit service managenent. For each queued circuit
service, the PCC determ nes the nunber of building bl ocks
required, the nodulation rate, and if coding is required. This
determnation is a function of (1) whether the conmunications
service is voice or data, (2) whether the service is full- or
hal f-duplex, (3) the I/O data rate, and (4) the end-to-end |ink
quality, as identified in Table IV. For each assigned circuit
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service, the PCC transmts an FONCi rcuit Assignment nessage or
FOW Mul tiple-Hop Circuit Assignnment nessage that specifies (1)
whet her the communi cations service is voice or data, (2) whether
the service is full- or half-duplex, (3) the I/O data rate, (4)
the nodul ation rate, and (5) if coding is required. The
termnals can determine the tine-slot size (nunber of building
bl ocks required) for a circuit service fromthis information,
using the informati on shown in Table IV. For a full-dupl ex
service, the PCC assigns two communi cation slots in the sane
frame.

5.4.2.2.3 Buffer requirenents inposed by clock differences. To
account for clock differences at the transmtting termnal,
channel controller, receiving termnal, and I/0O devices, data
buffers may be required in the termnal equipnent. |If the
receiving termnal transfers data to and the transmtting
termnal transfers data fromthe input/output device at a rate
which tracks the rate at which data is transferred wthin the
DAMA frames, no buffer requirenent is inposed by the clock
differences. |If the receiving termnal transfers data to the

i nput/output device at a fixed rate based on the termnal's or

i nput/out put device's internal clock, then a receive buffer shal
be required. Likewise, if the transmtting termnal transfers
data fromthe input/output device at a fixed rate based on the
termnal's or input/output device's internal clock, then a
transmt buffer shall be required. Sufficient buffering in the
term nal shall be provided to accommpdate at |east 24 hours of
continuous operation at a I/ 0O device rate of 2400 bps. The
channel controller clock accuracy will be 2.5 x 107 or better.
The term nal clock accuracy shall be 1 x 10° or better.

5.4.2.2.4 C(Circuit burst format for synchronous communi cations.
Wth the possible exception of the |ast two bursts of a

transm ssion, the sanme nunber of data bits shall be transmtted
within each burst. The size shall be

N = (User I/O Rate) (8.96 seconds)
where N is the nom nal nunber of data bits sent in each burst.
The size of the data field for circuit communications is shown in
Tabl e Xl V.

TABLE XIV. Size of the data field for circuit conmuni cations.

DATA RATE NOM NAL DATA
(bps) N (bits)
75 672
300 2,688
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DATA RATE NOM NAL DATA
(bps) N (bits)
600 5,376
1, 200 10, 752
2, 400 21, 504

The last two bursts of a data circuit service may contain fewer
than N data bits. This is required to handle transm ssion

| engths that are not an integral multiple of the data field size.
Each burst includes an 8-bit Grcuit Burst Kind (CBK) field to
identify the format of the circuit service comruni cation burst
and to indicate the first and | ast bursts of a transm ssion (see
Figure 8). The burst format associated with each CBK is also a
function of the circuit type (voice or data). The receiving
term nal shall correctly interpret the CBKif no nore than 2 bit
positions of the 8-bit CBK are received in error.

a. Unl ess an entire transm ssion has N or fewer data bits,
the first burst for a voice circuit service shall use the first
burst CBK format. The CBK field for the first burst shall be
11111000. All voice circuit service bursts, except the first and
| ast of a transm ssion, shall use the nomnal CBK format. The
CBK field for the nom nal burst shall be 00000000. All bursts
for voice circuit service shall use the sanme burst format except
that the CBK shall be set appropriately. Unused bits in the data
subfield shall be filled with the repeating 4-bit sequence 1001.
When the service is voice and the entire transm ssion has no nore
than N data bits, then the |last burst CBK format shall be used in
the first and only burst of the transmssion. The CBK field for
the |l ast burst shall be 10101111

b. For data circuit service, the format for the | ast burst
contains an 80-bit Last Burst Count subfield. The maxi num nunber
of bits that may be transmitted in the last burst is N80 bits.
Unused bits in the data subfield shall be filled with the
repeating 4-bit sequence 1001. The Last Burst Count subfield

shall contain a count of the nunber of non-fill data bits in the
burst. The count shall consist of a 16-bit binary nunber
repeated 5 tines to fill the 80-bit Last Burst Count subfield.

Each tinme the 16-bit nunber is repeated, the nost significant bit
shall be transmitted first. The receiving term nal shal
correctly interpret the Last Burst Count subfield if no nore than
2 of the 16-bit binary nunbers are received in error.

The second fromlast burst format is used only for data circuit
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service transm ssions, and only if the remaini ng nunber of data
bits is too small to fill a nomnal burst (less than N) and too
large to fit into the last burst (greater than N-80). For the
second from|last burst, the CBK field shall be 01010111. The 80-
bit Last Burst Count subfield shall be filled with the repeating
4-bit sequence 1001, and the data subfield shall contain N 80
bits.

When the service is data and the entire transm ssion has no nore
than N-80 data bits, then the | ast burst CBK fornmat shall be used
in the first and only burst of the transm ssion. Wen the
service is data and the entire transm ssion has N or fewer data
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FOR FIRST BURST (VOICE OR DATA SERVICE)

4+ Data Field (N bits) S

CBK FIELD
DATA (8 BITS)
(N BITS) 11111000

FOR NORMAL BURST OTHER THAN FIRST AND LAST BURSTS (VOICE OR DATA SERVICE)

< Data Field (N bits) >
DATA CBK FIELD
(N BITS) (8 BITS)
00000000
FOR SECOND FROM LAST BURST (DATA SERVICE)
< Data Field (N bits) >
CBK FIELD
FILL DATA (8 BITS)
(80 BITS) (N-80 BITS) 01010111
FOR LAST BURST (DATA SERVICE)
< Data Field (N bits) >
LAST
BURST DATA CBK FIELD
COUNT PLUS FILL (8 BITS)
(80 BITS) (N-80 BITS) 10101111
FOR LAST BURST (VOICE)
< Data Field (N bits) >
DATA CBK FIELD
PLUS FILL (8 BITS)
(N BITS) 10101111

NOTE: N is the nominal number of bits in the burst.

Figure 8. Circuit service communications field formats for
synchronous communications.
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bits but nore than N-80 data bits, then the second from | ast
burst CBK format shall be used for the first burst of the
transm ssion and the |ast burst CBK format shall be used in the
second and | ast burst of the transm ssion.

5.4.2.2.5 (Crcuit burst format for asynchronous conmmunications.
When commruni cations termnals are used to communi cate off-1ine
encrypted data, the interfacing I/O equi pnent typically uses
asynchronous data communi cations. For interfacing with
asynchronous |1/0O equi pnent, the transmtting termnal shall strip
start and stop bits, and the receiving term nal shall put these
bits back onto the data stream Therefore, the over-the-air data
rate is always below the user 1/0O data rate.

Each burst includes an 8-bit CBK field (see Figure 9). The CBK
field shall be 11111000 for the first burst of the transm ssion,
shal | be 00000000 for all but the first and | ast burst of the
transm ssion, and shall be 10101111 for the |ast burst. The
receiving termnal shall correctly interpret the CBK if no nore
than 2 bit positions of the 8-bit CBK are received in error.

When the entire transm ssion has no nore than N-80 data bits, the
| ast burst CBK format shall be used in the first and only burst
of the transm ssion. Unused bits in the data subfield shall be
filled wth the repeating 4-bit sequence 1001. The Burst Count

subfield shall contain a count of the nunber of non-fill data
bits in the burst. The count shall consist of a 16-bit binary
nunber repeated 5 tinmes to fill the 80-bit Burst Count subfield.

Each tinme the 16-bit nunber is repeated, the nost significant bit
shall be transmitted first. The receiving term nal shal
correctly interpret the Burst Count subfield if no nore than 2 of
the 16-bit binary nunbers are received in error.

5.4.2.2.6 (drcuit service teardowmn. The PCC tears down a | ocal
circuit service under the follow ng circunstances:

a. a RONCircuit Teardown request is received,

b. an end-of-service burst type field is detected in the
assi gned communi cations tine-slot,

C. an NCS operator teardown command is applied,

d. a service preenption tiner expires, or

e. a service queuing delay tiner expires.

On teardown, the PCC sends a FONCircuit Teardown nessage to
notify the termnals in the service. The FONC rcuit Teardown
nmessage i ncludes the reason for service teardown. Wen the PCC
teardown conmand is received, termnals shall cease transm ssion
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pertaining to that service.
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FOR FIRST BURST

< Data Field (N bits) >
CBK FIELD
BURST COUNT DATA PLUS FILL (8 BITS)
(80 BITS) (N- 80 BITS) 11111000
FOR NOMINAL BURST
< DataField(Nbits) — g
CBK FIELD
BURST COUNT DATA PLUS FILL (8 BITS)
(80 BITS) (N - 80 BITS) 00000000
FOR LAST BURST
< Data Field (N bits) >
CBK FIELD
BURST COUNT DATA PLUS FILL (8 BITS)
(80 BITS) (N- 80 BITS) 10101111

NOTE: N is the nominal number of bits in the burst.

Figure 9. Circuit service field formats for asynchronous communications.
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5.4.2.3 TDMA nessage service

5.4.2.3.1 Message service setup. To originate a nessage
service, the termnal shall transmt a ROW Message Setup nessage.
In response to the request, the PCC sends either a FON Message
Assi gnnent nessage that establishes the service or a FON Message
Set up Response nessage that inforns the termnal that the request
is in queue or explains the denial of service. |If the termnal
receives a response, the termnal shall abort the ROW

acknow edgnent/retry protocol

5.4.2.3.2 Message service managenent. Message information
transmtted over the channel shall be arranged into packets. A
data bl ock containing 224 nmessage bits shall be the m ni num
packet size. However, the last block in a nessage can have fil
bytes. A separate communi cations burst is used to transmt each
packet, and a FOWN Message Assi gnment nessage is used for each
assi gned conmmuni cati ons burst.

a. The PCC commands the source termnal to transmt one or
nore packets in each frame. Miltiple packets for the sanme
service are not assigned to be transmtted during the sane franme
unl ess all other services on the queue have been considered for
schedul i ng.

b. For a queued nessage service, the PCC determ nes the
nunber of 224-bit data blocks to be transmtted in a burst, the
nunber of buil ding blocks required, the nodulation rate, and if
coding is required. This determnation is a function of (1) the
end-to-end link quality, (2) the nunber of bl ocks remaining to be
transmtted, and (3) the avail abl e communi cati ons resources, see
Table V. The nunber of blocks remaining to be transmtted is
known by the PCC because the nessage length is indicated in the
ROW Message Setup nessage. For each assigned nessage service,
the PCC specifies the nodul ation rate, coding, and nunber of data
bl ocks in the FON Message Assi gnment nessage. The term nal shal
determ ne the tine-slot size (nunber of building blocks required)
for a nmessage service fromthis information, as shown in Table V.

5.4.2.3.2.1 Block status polling. For a point-to-point nmessage
service, the PCC polls the destination termnal after packet
transm ssions to determ ne which bl ocks have been correctly
received. Polling occurs by transm ssion of a FON Acknow edge

Bl ocks nessage. |If the PCC does not poll the destination
termnal after a given packet transm ssion, the PCC continues to
command transm ssion of the packets until able to poll. Wen

poll ed, the destination term nal shall respond in a ROW Bl ocks
Acknow edgnent nessage.
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5.4.2.3.2.2 Block acknow edgnents. The ROW Bl ocks

Acknow edgnment nessage is used with point-to-point nessage
services and shall contain information to acknow edge the bl ock
up to which all bl ocks have been received correctly. The PCC
commands transm ssion of data bl ocks beyond t he acknow edged

bl ock. This procedure shall continue until all message data has
been transmtted and acknow edged, or until the service is torn
down. If the PCC does not receive a RON Bl ocks Acknow edgnent
message in response to its poll, the PCC continues to poll the
destination term nal while commandi ng sequential transm ssion of
t he data bl ocks.

5.4.2.3.2.3 Point-to-point nmessage processing. |If the PCC
determ nes fromthe ROW Bl ocks Acknow edgnent nessage that the
destination termnal still did not receive a particul ar data

bl ock after retransm ssion, the PCC increases the robustness of
the service's burst code (that is, noves up one line in Table V).
For a nessage service, the burst code is a conbination of

nodul ation rate, coding, and maxi num burst size, corresponding to
aline in Table V. The PCC commands up to two retransm ssions of
t he message data, beginning at the data block in error. |If the
destination termnal still does not acknow edge receipt of the
nmessage data, the PCC again increases the robustness of the burst
code and commands, at nobst, two nore retransm ssions of the
message data. This procedure repeats until either the
destination term nal acknow edges correct receipt of al
transmtted data bl ocks or the nost robust burst code has been
reached. Once the nost robust burst code has been reached, the
PCC no | onger commands bl ock acknow edgnents or a final nessage
acknow edgnent. Al so, no acknow edgnent is requested for

poi nt-to-poi nt nmessage services whose initial link quality is

|l ess than 32 dB-Hz. The PCC will, however, continue to conmand
sequential transm ssion of data bl ocks.

5.4.2.3.2.4 Subnet nessage processing. For subnet nessage
services, the PCC commands the source termnal to transmt the
bl ocks sequentially. The PCC does not poll the destination
termnals for acknowl edgenments. The service is torn down when
the source term nal has conpleted transm ssion of the |ast data
bl ock or when a teardown request is received.

5.4.2.3.2.5 Unused-byte counter. Al packets, except the |ast,
contain an integer nunber of data bl ocks of valid nessage data.
The | ast packet al so contains an integer nunber of data bl ocks,
but the data bl ocks can contain both valid nessage data and fil
bytes. The |ast packet shall use the unused-byte counter to

identify the nunber of fill bytes that follow valid data bytes in
the packet. Each fill byte has the pattern 10011001. These fil
bytes are renoved by the receiving termnal. The size of the

| ast packet is the smallest packet that satisfies the |ink
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condi tions and whose size exceeds the remai ni ng nunber of data
bl ocks. If conpletely filled with valid nessage data, the |ast
packet will contain no fill bytes.

5.4.2.3.2.6 Message acknow edgnent. The PCC assigns a RONti nme-
slot to the destination termnal for the transm ssion of a
message acknow edgnent, follow ng the positive acknow edgnent of
the |l ast data block. This assignnment is nade by transm ssion of
a FOW Acknowl edge Message nessage. The earliest the RONslot is
assigned is in the Nth frame fromthe frame in which the | ast

bl ock acknow edgenent was received, where Nw Il be calcul ated as
fol | ows:

N =Integer [(Msg length / 10O Device Rate) / 8.96 sec | + 1

where Msg length is in bits and 10 Device_Rate is in bits per
second.

a. When multiple 1/0O Device Rates are stored at the PCC
for the destination termnal, the PCC assunes that nessages are
al ways output at the highest rate.

b. The receiving termnal shall send a RON Message
Acknow edgenent only after the term nal has successfully
delivered the nessage to the termnal |/O device. The term na
specification shall define if the nessage should be delivered to
the 1/0 device after the nessage has been conpletely and
correctly received, or increnentally as continuous bl ocks are
correctly received. Wen the PCC receives a RON Message
Acknow edgnment nessage fromthe destination termnal, it
transmts a FON Message Acknow edgnent nessage, (Acknow edgnent
Type field set to 1) notifying the source term nal of the
acknow edgnent .

C. The PCC nay send a FOWN Message Acknow edgnent nessage
wi th the Acknow edgnment Type field set to O, to a term nal that
was the source of a nessage when the destination term na
acknow edges all blocks in a nessage. This makes the source
termnal available for other services while the destination
termnal is attenpting to transfer the nessage to its I/0O device.
5.4.2.3.3 Message service teardowmn. The PCC term nates channel
resource allocations for nessage services when they are no | onger
required. For a point-to-point nessage service, if all nessage
data is transmtted and acknow edged and a ROW Message
Acknow edgnment nessage is received fromthe destination term nal
t he FOWN Message Acknow edgnent nessage sent by the PCC serves as
a teardown notification. The PCC otherw se sends an explicit
FOWN Message Teardown nessage, which indicates the reason for
teardown. The PCC sends a FOWN Message Teardown nessage under the
foll ow ng circunstances:
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message service is conplete (that is, all data bl ocks
have been assigned transm ssion tine-slots) but not all
bl ocks were acknow edged, such as for subnet services;
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b. poi nt-to-point nmessage service is conplete but nessage
acknowl edgnent was not received fromthe destination
term nal

C. a ROW Message Teardown nessage i S received,

d. an end-of-service burst type field is detected in the
assi gned conmmuni cations sl ot;

e. an NCS operator teardown command is applied;

f. a service preenption tinmer expires; or

g. a service queuing delay tiner expires.

5.4.2.3.4 Termnal busy status. The PCC considers a subnet
service not busy in the frame follow ng the allocation of channel
capacity for the | ast packet. The PCC considers termnals
involved in a point-to-point nessage service not busy in the
foll ow ng frame when

a. t he PCC receives the nessage acknow edgnent,

b. the PCC fails to receive an acknow edgnment foll ow ng
t he second request for nessage acknow edgnent,

C. the | ast data bl ock of a nonacknow edged delivery is
transmtted, or

d. the PCC transmts a FON Message Acknow edgenent nessage
i ndicating all blocks acknow edged.

5.4.2.4 Dedicated channel service

5.4.2.4.1 Termnal requirenents. Only termnals that are
Aut omati ¢ Frequency Change capabl e (ROW Logi n nessage) shal
respond to a FON Channel Assignnent nessage by changing to the
new channel. Only termnals that are Automatic Frequency Change
capabl e shall request an assignnent of a dedicated channel.

5.4.2.4.2 Protocol. Termnals may request an assignnent of a
dedi cated channel using a RONCircuit Setup nessage. The

dedi cat ed channel request includes a Channel Duration tine in

m nutes. The PCC responds with either a) a FONCi rcuit Setup
Response nessage identifying that the service is queued or
identifying the reason for rejecting the service request, or b) a
FOW Ter m nal Channel Assignnment nmessage assigning the requesting
termnal to a dedicated channel. Wen a service is assigned to a
dedi cated channel, the PCC will individually assign nenbers of
subnet destinations using separate FOWN Term nal Channel
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Assi gnnent nessages. The FOW Ter m nal Channel Assignnent nessage
includes the allotted tinme on the dedi cated channel assigned by
the PCCin mnutes. Wen a FON Term nal Channel Assignnent
message is sent, a slot for an assigned RON nessage is reserved
and the term nal guarding that node address shall respond with a
ROW Ter m nal Channel Assi gnnent Response nessage before sw tching
to the dedicated channel. The termnal shall reject any term na
channel assignnent which it does not accept (as when it is
participating in a higher precedence subnet service, for

exanpl e), using the RON Term nal Channel Assignnent Response
nessage.

The termnal shall return to the initial TDVA channel prior
to, or inmmediately after the allotted tinme assigned. The
term nal shall achi eve downlink and uplink synchronization upon
return to the initial TDVA channel. The PCC will assune that a
term nal has achi eved downlink and uplink synchroni zation, and is
avai l abl e for TDVA service assignnents, 10 franmes after the
allotted tinme assigned. The termnal shall send a ROWN Term nal
Channel Return nessage in the contention RONnessage tinme-slots
for early re-entry into the TDVA network if the sel ected
contenti on ROW nessage sl ot occurs before the end of the allotted
dedi cated channel tine assigned. The PCC responds to a
ROW Ter m nal Channel Return nessage with a FON Term nal Channel
Ret urn Response.

5.4.2.5 Network managenent

5.4.2.5.1 Addressing. Sixteen-bit addresses shall be used for
identifying network nodes and subnets. A node address identifies
a particular point in the network, such as a termnal or a CC. A
subnet address identifies a group of termnals, |local to one
satellite footprint, that have a need for commobn communi cati ons.
Each term nal shall receive the FON nessages and process those
messages directed to its term nal node address or to any other
address on its guard list. Each termnal shall maintain an
address guard list. This guard list shall contain the node and
subnet addresses for which the term nal receives services. (See
Tabl e XV.)

5.4.2.5.1.1 Node address. A termnal shall always use its

uni que term nal node address to identify itself in orderwire
messages, that is, when logging into the network, requesting
services, and in other orderwire nessages. Each channel
controller within an NCS has one uni qgue CC node address to
identify the channel controller in orderwire nessages including
service requests. Each channel controller can guard additional
addr esses, both node and subnet.

5.4.2.5.1.2 Reserved address. Zero is a reserved address,
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guarded by the PCC, that controls the local network; that is, all
traffic addressed to address zero is routed to the user at the
PCC. Termnals shall not use address zero for a |ogin address or
mai ntai n address zero on their guard lists.
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Address quard-list contents.

term na

node address

node/ subnet

address #1

node/ subnet

addr ess #2

node/ subnet

addr ess #3

node/ subnet

addr ess #4

node/ subnet

addr ess #5

node/ subnet

addr ess #6

node/ subnet

addr ess #7

node/ subnet

addr ess #8

node/ subnet

addr ess #9

node/ subnet

address #10

node/ subnet

addr ess #11

node/ subnet

addr ess #12

node/ subnet

address #13

node/ subnet

addr ess #14

node/ subnet

addr ess #15

5.4.2.5.1.3 Demarcation of subnet addresses. The address space
is partitioned to indicate whether an address is a node or subnet
address. The NCS operator sets the address demarcati on point.
All addresses with a nuneric value greater than the demarcation
poi nt are subnet addresses. By default, the demarcation point
16384: the node addresses occupy addresses 1 through 16384, and
t he subnet addresses occupy addresses 16385 t hrough 65535. A
subnet address shall not be used for a term nal node address. |If
aloginis attenpted with a subnet address, the login is rejected
and the FOW Logi n Response nessage i ndicates the problem The
FOW Logi n Response nessage inforns the term nal of the address
demar cati on

is

5.4.2.5.2 Address guard lists. The address guard |list contains
addresses for up to fifteen nodes or subnets, in addition to the
term nal node address. Table XV illustrates the address
guard-list contents. A termnal shall report the nunber of
addresses on its guard |list and a guard list cyclic redundancy
check (CRC) in the ROW Login nessage. Only node and subnet
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addresses shall be counted for the nunber of addresses in the
| ogin message. The term nal node address is not counted.

a. When requested by the PCC in one or nore FOWN Report
Term nal Address nessages, the termnal shall report its guard
list of node and subnet addresses in ROW Term nal Address Report
messages. The termi nal node address is not reported in this
nessage.

b. When reporting guard |ist addresses in the ROWN Term nal
Addr ess Report nessage, the termnal shall fill with zeros any
fields corresponding to enpty |locations on the term nal address
guard list (the PCC updates it's copy of the guard list to match
that which is reported by the termnal). |If the termnal reports
an unaut hori zed address or if the report is not received by the
PCC, the PCC may | og out the term nal.

C. The term nal shall update its address guard list, when
requested by the PCCin a FON Term nal Address Add or Delete
message. The termnal shall respond to the FONrequest with a
ROWN Term nal Address Add or Del ete Response nessage. The
termnal shall report a failure to delete an address only if the
address is not on its guard list. The termnal shall report a
failure to add an address only if the address is already on its
guard list or the guard list already contains fifteen addresses

in addition to the term nal node address. If the termnal is
involved in a receive service directed to a del eted address, the
term nal shall ignore any further communi cations associated with

t he servi ce.

5.4.2.5.3 Service requests and tine-slot assignnments. The PCC
queues up to five service requests froma termnal. Each service
request shall be identified by a unique service identification
nunmber (0-4) known as the termnal virtual port nunber. The
term nal shall not reuse a virtual port nunber until the initial
request with the virtual port nunber is no |longer valid (such as
is the case with a rejected request, a received teardown, or a
timeout). The termnal shall not use virtual port nunbers
greater than those permtted.

a. The term nal shall be capabl e of processing any
assi gned services in the sequence established by the PCC,
i ndependent of the services requested by the termnal. The

termnal wll be assigned no nore than one point-to-point
service, as either the source or destination, at a tinme. The
termnal wll not be assigned as the source of nore than one
subnet service at a time. The termnal will not be assigned as
the source of a subnet service while it is participating in a
poi nt-to-point service, and vice versa. Before transm ssion of a
service request, the termnal shall validate the service request
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agai nst termnal access restrictions, system access restrictions,
and system service restrictions.

b. The term nal shall be capable of processing at | east
two active subnet nessage services as the service destination
during a single frame while participating in one other active
service of any type (as either the source or the destination).
The term nal shall process multiple assignnments in the follow ng
manner: (1) If the termnal is assigned nultiple services that it
cannot process sinultaneously (exanple being, both a point-to-
poi nt service and a subnet circuit service), it shall process the
service with the highest precedence. (2) If the termnal is
assigned nultiple services at the sane precedence |level, it shal
process the first service assigned and continue to process the
service until the service is preenpted, conpleted, or if the
operator intervenes.

If at any time the services assigned are nore than what the
termnal can process, the termnal may identify to the operator
all assigned services and may provide the neans for the operator
to sel ect which should be processed. Term nal specifications
shoul d define the detail requirenents of the operator-term nal
interface.

C. The term nal shall autonatically request tear down of
any point-to-point service it will not process.

d. The term nal shall autonmatically request teardown of
any subnet service (for which it is identified as the source)
that it will not process.

e. The term nal shall not request tear down of a subnet
service (for which it is identified as a destination) that it
w Il not process.

f. The term nal shall autonmatically request teardown of
any service that falsely identifies it as the originator.

5.4.2.5.4 Network transition

5.4.2.5.4.1 PCC transition. Network control transition occurs
when responsibility for generating the FONtransitions from one
PCC to another. Control transition is indicated in either a

FOW Manual Control Transition Countdown system nessage (see Tabl e
10-1 in Appendix A), or by detection of a change of PCC address

i n subsequent FOA. Upon detecting a control transition, the
term nal can expect to receive a FONPartici pant Status Data Base
message that reports the termnal's status being held at the new
PCC. If the nessage is not received, the termnal shall consider
that it is logged out and the term nal specification should
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define what action the termnal and the operator should take. |If
a FOW Participant Status Data Base nessage that reports the
termnal's status is received, and the nunber of indicated
services (either active or queued) does not agree with the nunber
inthe termnal's data base, the termnal shall send a service
request nmessage to the PCC for each service that should be active
or queued.
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5.4.2.5.4.2 Channel transition. Wen a FOVNsystem nessage

i ndi cates a dedi cated channel node countdown is in progress, the
termnal shall follow the FOVNsystem nessage countdown and shal
cease DAMA operations in the franme identified by the countdown
nmessage (see Table 10-1 in Appendix A). The term nal
specifications shall define the detail requirenents of the
operator notification.

5.4.2.5.5 Status report. Termnals shall respond to a

FOW Report Status nessage fromthe PCC by transmtting a
ROW St at us Report nessage in the assigned RONVtine-slot. |If the
PCC does not receive a response for four consecutive requests,
the termnal is automatically |ogged out. The PCC does not
request status reports fromtermnals that are |logged in as
silent term nals.

5.4.2.5.6 TDMA service teardowmn. Only the PCC issues service
t ear downs.

5.4.2.5.6.1 Service teardown request. Termnals may request a
servi ce teardown under the conditions specified in 5.4.2.5.6.1.1
through 5.4.2.5.6.1.2. 2.

5.4.2.5.6.1.1 drcuit service

5.4.2.5.6.1.1.1 Active circuit service. Any termna
participating in an active circuit service may request service
teardown while the service is active (after the PCC has nade a
communi cations tinme-slot assignnent).

5.4.2.5.6.1.1.2 Queued circuit service. The termnal shall not
request teardown of a queued circuit service that it did not
ori gi nat e.

5.4.2.5.6.1.2 Message service

5.4.2.5.6.1.2.1 Active nessage service. The termnal shall not
request teardown of an active nessage service that it did not
ori gi nat e.

5.4.2.5.6.1.2.2 Queued nessage service. The termnal shall not
request teardown of a queued nessage service that it did not
ori gi nat e.

5.4.2.5.6.2 Service teardown protocol

5.4.2.5.6.2.1 drcuit service

5.4.2.5.6.2.1.1 Active circuit service. The termnal (either
source or destination) requesting the service teardown shal
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transmt a preanble, an SOM sequence, and an end-of - service burst
type in each assigned communi cations tine-slot. The PCC should
respond with a FONCGC rcuit Teardown nessage. The term nal
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shall transmt a RONCircuit Teardown nessage in the contention
portion of the RONif, after the fourth frame follow ng the tine
the teardown request is originated, the response has not been
received. The termnal shall continue to transmt the preanble,
SOM sequence, and end-of -service burst type field in each

assi gned communi cations tine-slot until a FONCi rcuit Teardown
nmessage i s received.

5.4.2.5.6.2.1.2 Queued circuit service. The source term nal
requesting teardown shall transmit a RONC rcuit Teardown
message. The PCC responds with a FON G rcuit Teardown nessage.
The term nal shall assune the service has been torn down if it
recei ves no response to the request.

5.4.2.5.6.2.2 Message service

5.4.2.5.6.2.2.1 Active nessage service. The source term nal
shall transmt a preanble, a SOM sequence, and an end-of-service
burst type in each assigned communications tinme-slot. The PCC
shoul d respond with a FON Message Teardown nessage. The term nal
shall transmt a ROW Message Teardown nessage in the contention
portion of the RONif, after the fourth frame follow ng the tine
the teardown request is originated, the response has not been
recei ved. The term nal shall continue to transmt the preanble,
SOM sequence, and end-of -service burst type field in each
assigned communi cations tinme-slot until a FON Message Tear down
nmessage i s received.

5.4.2.5.6.2.2.2 Queued nessage service. The source term nal
requesting teardown shall transmt a ROWN Message Tear down
message. The PCC responds with a FON Message Teardown nessage.
The term nal shall assune service has been torn down if it
recei ves no response to the request.

5.4.3 Error control

5.4.3.1 Error detection. Two CRC code |engths shall be used for
error detection. A long code (16 bits) shall be used on the FOW
transm ssions, on nessage service data bl ocks, and as a check of
guard-1list consistency. A short code (8 bits) shall be used on

t he ROW nessage and RONranging transm ssions. Only bursts
received correctly, as determ ned by the CRC, shall be used by
the termnal for FONtransm ssions and RONrangi ng transm ssions.
For point-to-point nmessage services for which the PCC no | onger
commands bl ock acknow edgenents, and for subnet nessage services,
the nessage data will be output to the termnal's I/O device

whet her or not the CRC calculations are valid. The generator

pol ynom als for the |ong and short codes, respectively, shall be
as given bel ow.
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Cenerator polynom al 16-bit CRC
G(x) = x1® + x2 + x5 + 1
Cenerator polynomal 8-bit CRC
Gx) = x8 + x" + x%+ x3 +1
The transmtted CRCis the renmainder after an integer divide of
the generator polynomal G x) into the data polynomal D(x) for

which the error detection code is to be generated. The data
pol ynom al is

D(x) = ax™+ a,x™ + ... + ax! + a,
wher e
mt1 = t he nunber of bits over which the
CRC i s conput ed
&, 4n1,--., a4, 8y = the bits for which the CRCis
conputed, a,is the nost
significant bit
X = 2
a. | f the nunber of bits in the orderwire is not an
i nt eger nunber of bytes (8 bits) in length, the orderwire is
extended with zero fill after the last bit to be transmtted to

result in an integer nunber of bytes, but the zeros are not
transmtted. The CRCis transmtted MSB first.

b. For the check of guard-list consistency, a,is the NMSB
of the term nal node address, a,;s IS the |least significant bit
(LSB) of the term nal node address, a,;s IS the MSB for the first
address in the guard list, and so on. All address fields of the
15-address guard list for which there is no guarded address shal
be zero filled for the CRC calculation, and the CRC is conputed
over a 256-bit data field. Al zero fill shall occur at the end
of the valid guard |ist addresses.

5.4.3.2 Error correction encoding/decoding. Forward error
correction (FEC) encoding shall be perforned using

a rate 1/2, constraint |ength seven convol uti onal code (see
Figure 10). The code tap positions are given below, and are al so
shown in Figure 10. The encoder is initially |loaded with al
zeros. Wien the first data bit is shifted into the encoder, the
encoder outputs P1 and P2 wll provide the first and second bits
to be transmtted, respectively. A new data bit is then shifted
into the encoder (left-nost position in Figure 10), and one bit
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(right-nost position in Figure 10) is shifted out of the encoder.
The encoder outputs Pl and P2 then provide the next two bits to
be transmtted (in the order P1 followed by P2). The

91



M L- STD- 188- 182

Encoder
—

Data In

+ > P>

k=7

Rate - 1/2 Convolutional Encoder

FIGURE 10. Rate - 1/2 convolutional encoder.
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process of shifting data into the encoder and taking data from
encoder outputs P1 and P2 then conti nues. Fol l owi ng the | ast
data bit, six zeros (the Flush Bit field) are shifted into the
encoder to produce the |ast twelve encoded bits.

P1 taps: 1111001
P2 taps: 1011011

5.4.3.3 Interleaving/deinterleaving. The block interleaving
structure shall consist of two independently constructed bl ocks
of 112 code bits used in sequence. Tables XVI and XVII define
the order of the output (interleaved) bits. The interleaving
process shall be equivalent to witing input bits into the
112-bit bl ocks sequentially and read out in the sequence dictated
by the tables. Deinterleaving shall reverse this operation.

I nterl eaver boundaries shall start at the beginning of the data
field within each burst for circuit services (see Figure 5); they
shall start at the beginning of the data bl ock within each packet
for nmessage service (see Figure 6); with the first interl eaved
bit of the burst in the first position defined by the bl ock of
Table XVI. Note: Each circuit service burst or nessage service
packet contains an even integer nunber of interleaver bl ocks.

5.4.4 MNbdul ation requirenents

5.4.4.1 Modulation formats. The nodul ation for al

transm ssions shall be interoperable with shaped of f set
quadr at ure phase-shift keying (SOQPSK). The nodul ati on used
shal | have spectral containnent equal to or better than constant
envel ope SOQPSK. The ideal SOQPSK signal can be represented as

s(t) = Asin[wt +o(t)]

= \/—'; ai(t)cos(wot +%) + \/—'; a, [t —%J sin [wot +%J

wher e

the steady-state values of &(t)= 0, /2, n, and 3/ 2,

and where
a(t) = i n-phase data nodul ation signal, with
shapi ng, as shown by exanple in Figure 11
a,(t) = quadrature data nodul ation signal, with
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shapi ng, as shown by exanple in Figure 11

synbol period (reciprocal of the nodul ation
rate)
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TABLE XVI. Interleaver sequence--block 1.

ADDRESS | DATA | ADDRESS | DATA | ADDRESS | DATA | ADDRESS | DATA
0 19 28 22 56 4 84 69

1 61 29 85 57 60 85 84
2 86 30 32 58 108 86 13

3 49 31 106 59 68 87 43
4 94 32 73 60 44 88 93
5 25 33 23 61 52 89 103
6 87 34 3 62 2 90 77
7 34 35 88 63 110 91 64
8 9 36 96 64 72 92 15
9 50 37 28 65 10 93 24
10 107 38 79 66 35 94 89
11 99 39 41 67 53 95 75
12 8 40 59 68 97 96 33
13 40 41 11 69 62 97 47

14 111 42 70 70 0 98 5
15 74 43 42 71 81 99 95
16 65 44 21 72 12 100 57
17 45 45 29 73 109 101 46
18 14 46 1 74 91 102 7
19 83 47 101 75 20 103 82
20 30 48 90 76 51 104 56
21 48 49 16 77 6 105 38
22 58 50 80 78 37 106 102
23 100 51 54 79 63 107 76
24 26 52 67 80 78 108 66
25 39 53 27 81 55 109 17
26 71 54 105 82 18 110 36
27 104 55 92 83 31 111 98
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TABLE XVI1. Interl eaver sequence--block 2.

ADDRESS | DATA | ADDRESS | DATA | ADDRESS | DATA | ADDRESS | DATA
112 116 140 203 168 131 196 195
113 140 141 137 169 166 197 215
114 193 142 129 170 177 198 125
115 156 143 180 171 123 199 164
116 214 144 219 172 223 200 112
117 171 145 209 173 208 201 172
118 205 146 190 174 144 202 220
119 113 147 160 175 114 203 206
120 181 148 198 176 122 204 158
121 128 149 118 177 134 205 192
122 221 150 212 178 162 206 174
123 211 151 141 179 154 207 145
124 120 152 173 180 202 208 153
125 196 153 161 181 191 209 216
126 147 154 204 182 218 210 207
127 182 155 126 183 124 211 127
128 139 156 143 184 136 212 184
129 115 157 217 185 178 213 175
130 152 158 167 186 151 214 142
131 165 159 157 187 119 215 121
132 187 160 133 188 138 216 200
133 176 161 148 189 130 217 168
134 201 162 213 190 170 218 183
135 210 163 197 191 155 219 149
136 150 164 169 192 194 220 199
137 132 165 222 193 135 221 163
138 189 166 188 194 185 222 186
139 179 167 146 195 159 223 117
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Below, in a through d, is an explanation of how this SOQPSK
signal expression relates to the | and Q channels, 1/0 data
rates, spectral shaping, and Figure 11:

a. By definition, the QPSK nodul ated radio frequency (rf)
signal contains tw transmt data bits per synbol. Therefore, the
nmodul ation rate, in synbols per second (sps), is one-half the
transmt data rate in bps. The transmt data rate does not
necessarily equal the termnal's baseband [input/output (1/0O]
data rate. Transmt data bits consist of all user data; extra
bits introduced by forward error correction (FEC) coding; and al
overhead introduced by the termnal, including preanble field
bits, start-of-nmessage (SO field bits, burst-type field bits,
and other bits defined in this ML-STD. The transmt data is
divided into the two nodul ation bit sequences a;(t) and a,(t).
| f the sequence of bits to be transmtted consists of bits
nunmbered 1, 2, 3, ... then a(t) consists of all odd-nunbered
bits and a,(t) all even-nunbered bits of the transmt data (the
bit sequence for each of the nodul ation signals,a(t) and ay(t),
is every other transmt data bit) as shown in Figure 11. Data
buffering is used to accomodate |1/0O data rate and nodul ati on
rate inequalities.

b. In the equation, this representation of the signals, +1
for a(t) or a,(t) corresponds to a bit value of 1, and -1
corresponds to a bit value of 0. At the start of a transm ssion,
while the first bit on the | channel is being transmtted, a bit
value of 1 is transmtted on the Q channel during the first
quarter of a synbol period. At the end of any transm ssion,
while the last data bit is being transmtted on either the I or Q
channel, during the | ast half-synbol period, the bit |evel nost
recently transmtted on the other channel continues to be
transmtted with no change.

C. The spectral shapi ng used during nodul ation, including
addi tive noise, shall introduce no greater than a 1.0 dB
degradation in a receiver's performance, if the receiver uses
mat ched-filter denodul ati on and expects the incom ng signal to
have 50 percent sinusoidally shaped nodul ation, as illustrated in
Figure 11. Note that the shaping referred to as 50 percent
si nusoi dal |y shaped nodul ati on spreads each phase transition over
a total tinme interval of T/2, as shown in Figure 11.

d. For 3.0 ksps the sinusoidal transitions on a(t) and
a,(t) result in a linear rate of change for phase, and a
constant-anplitude transmtted signal. Figure 11 shows the Q

channel offset (staggered) relative to the I channel by one-half
of a synbol. At a tinme 75 percent through a synbol period, on
either the | or Q channel, prior to a change in the nodul ation
data bit, the signal begins a sinusoidal transition toward the
val ue corresponding to the next nodul ation data bit. The signal
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reaches the new value at a tine 25 percent into the next synbol
period. For |ower synbol rates shaping nay be reduced to
m nim ze the degradation of the receiver performnce.

100



M L- STD- 188- 182

“Joje[npow ayj of yndur sjdwexy

‘11 3¥NOId

]
(Lpu) soQ Zp = So epue(Lu)uszgp=(j) e
‘§ILE =} PUB /| =] ueemjaq o|dwexa S|y} Ul Uq EJEp [dUUBYD
O Jsdi 8y 0} Buipuodsaliod anjeA ay} 0} |+ WOl Uolisuel)
e sulbaq |eubis [suuey) O ay; (pouad joquAs) (p/L) = 104

4

AR

L+

4

Zp-
FI

—

uo|ssjwsuel |

o pug —

!

L+

¢t

mhe

eleQ |9UuBYo O

e

eleq |suueyg |

ejeq jwsuel |

101



M L- STD- 188- 182

5.4.4.2 Modulation rates. The nodul ation rates shall be 600,
800, 1200, 2400, and 3000 sps, as specified in Table |11

5.4.4.3 Adjacent channel emissions. In a nom nal 5-kHz
bandw dt h whose center frequency is displaced by af froma
termnal transmtter's carrier frequency, the EIRP shall be as
specified in Table XVIII.

TABLE XVI1I1. Allowabl e adjacent channel emni ssions, narrowband.
Rel ati ve EIRP (dBW Maxi mum EI RP (dBW
(Carrier level < +18 dBW [ (Carrier level > +18 dBW
ot (ki) 3.0 ksps 3.0 ksps
SOQPSK SOQPSK
5 -16 +2
10 -34 -16
15 - 38 -20
20 -47 -29
25 -47 -29
>30 -50 -32

5.5 Security characteristics

5.5.1 Oderwire encryption/decryption. The protection of
orderwi re nessages during transmssion is referred to herein as
transm ssion security (TRANSEC). Al'l orderwires shall be
encrypted for normal transm ssion, however an orderwre
encryption/ decryption bypass shall be provided. Oderwire
encryption/decryption shall be perfornmed using the COVSEC/ TRANSEC
Integrated Gircuit (CTIC) or an alternate NSA-approved device
that is cryptographically and functionally conpatible with the
CTIC inplenmenting KG/-11 as specified in NSA specifications 88-4A
and 87-1. Hardware inplenentation of the term nal shall include
provisions for future inplenentation of Over the Air Rekeying
(OTAR) for the orderwire. Inputs to the TRANSEC
encryption/decryption process shall be a cryptographic key and an
initialization vector called the Tinme Sl ot Nunmber (TSN)

5.5.1.1 TRANSEC key selection. The term nal shall have storage
for up to eight TRANSEC keys. Each TRANSEC key shall be | oaded
into a specific location in the termnal's key storage nenory,
nunmbered fromO to 7. The network admi nistrator will determ ne
how many TRANSEC keys will be used in the I ocal network and into
whi ch storage | ocation each key wll be | oaded.
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A TRANSEC key wi Il be used for a cryptographic period |limted by
the 20-bit frame nunber and by the network admi nistrator. Upon
expiration of the cryptographic period, the PCC wll comand a
roll over to anot her TRANSEC key, identified by storage |ocation
nunber. The rollover sequence will begin with the transm ssion
of the system FOW Next Key | ndicator nessage in four successive
frames. This will be followed by the system FONTi me Sl ot Change
Count down nessage, announcing the rollover in the next four
frames. The new TRANSEC key takes effect in the frane after the
fourth FONTinme Sl ot Change Count down nessage.

When a termnal enters the network, it shall try all | oaded
TRANSEC keys until it correctly decrypts the FOVN (determ ned by a
correct CRC). If the terminal enters the network during the Tine

Sl ot Countdown, it will have m ssed the Next Key Indicator and
shal|l determ ne the next key using the trial process for al
stored TRANSEC keys (until obtaining the correct CRC).

5.5.1.2 Tine Slot Nunber definition. A 39-bit TSN shall be used
as the cryptographic initialization vector for the CTIC. This
TSN shall have four fields, as shown in Figure 12 and as

descri bed bel ow.

a. Net Number field. This is a 7-bit field and contains
t he nunber of the DAMA network which the term nal communi cates
wi thin. The Net nunber shall be 127 (1111111).

b. Frame Nunber field. This field contains the 20-bit
frame nunber transmtted in the FONDby the PCC.

C. Frame Ofset field. This 10-bit field indicates the
nunber of the first building block in the tinme slot in which the
message is transmtted. It shall be coded fromO through 1023
for the first through one thousand twenty fourth buil ding bl ock
in the frame. The Frane O fset field shall be zero for the FOWN

d. Qperation Allowance field. This is a 2-bit field.
This field shall start at a value of zero for all encryptions and
decryptions. This field allows for various hardware
i npl enentations of the security requirenents and is required for
the CTIC i npl ementation.

The TSN for encryption of the orderwire shall be generated using
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the Frame Nunber and Frame O fset of the tine slot within which
the orderwre is transmtted. The TSN for decryption of the
orderwires shall be generated using the Franme Nunber and Frane
Ofset of the tinme slot wwthin which the orderwire was received.

105



M L- STD- 188- 182

5.5.1.3 Encryption of the FON The sequence of events used to
encrypt FOWdata is as foll ows:

a.

The primary channel controller (PCC) builds the FOVN
usi ng the PCC Address, Length of Next FOW nunber of
Contention Ranging Slots, System Message, Length of
this FON and Directed Messages.

The generation of the CRCis now conpleted and the CRC
shall be added to the end of the already built FOW

The CTICis initialized to operate in Mdde B Encrypt
Common Initialization, using the TSN as defined in
5.5.1.

The FOWis encrypted beginning with the MSB of the PCC
address and ending with the LSB of the CRC

The Frame Nunmber field (20 bits) is added to the
begi nni ng of the existing FOWN

The resulting FONis now error correction encoded.

The 600 sps preanble, Start-of-nessage indicator, and
Burst Type fields are added to the begi nning of the
FOW The FOWis now conplete and agrees with Figure 2
and is ready for transm ssion.

5.5.1.4 Decryption of the FON The sequence of events used to
decrypt FOWdata is as foll ows:

a.

The 600 sps preanble, Start-of-nessage indicator, and
Burst Type fields are used for acquisition and are not
used for further processing.

The remai ning FOVN data shall be error correction
decoded.

The Frame Nunber field is used in building the TSN for
CTiCinitialization.

The CTIC shall be initialized to operate in Mde B
Decrypt Common Synchroni zation, using the TSN as
defined in 5.5.1.

The FOWshall be decrypted beginning with the MSB of
the PCC address and ending with the LSB of the CRC

A CRC shall be conputed on the decryupted data and
conpared with the CRC field (see 5.4.3.1).
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The FOW now consi sts of the PCC Address, Length of Next
FOW nunber of Contention Ranging Slots, System
Message, Length of this FON and Directed Message
fields.

5.5.1.5 Encryption of the RON The sequence of events used to
encrypt RONdata is as foll ows:

a.

The net nenber builds the ROV using the Node Address
and ROW Message. For a ranging ROWNthere is not a ROV
message.

The generation of the CRC shall now be conpl eted and
the CRC shall be added to the end of the already built
ROW

The CTIC shall be initialized to operate in Mde B
Encrypt Common Initialization, using the TSN as defined
in 5. 5. 1.

The ROWshall be encrypted beginning with the MSB of
t he Node Address and ending with the LSB of the CRC

The resulting RONshall now be error correction encoded
(see 5.4.3.2).

The preanble, Start-of-nessage indicator, and Burst
Type fields shall be added to the beginning of the ROW
The ROWVis now conplete and agrees with Figure 3 or 4
and is ready for transm ssion.

5.5.1.6 Decryption of the RON The sequence of events used to
decrypt ROWdata for use by a termnal is as follows:

a.

The preanble, Start-of-nessage indicator, and Burst
Type fields are used for acquisition and are not used
for further processing.

The remai ning RONdata is now error correction decoded.
The CTICis initialized to operate in Mdde B Decrypt
Common Synchroni zation, using the TSN as defined in
5.5. 1.

The ROWis decrypted beginning wwth the MSB of the Node
Address and ending with the LSB of the CRC

A CRC is conputed on the decrypted data and conpared
with the CRCfield (see 5.4.3.1).
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f. The ROW now consi sts of Node Address and ROW Message
fields. For a ranging RONthere is no RON Message
field.

5.5.2 User data encryption/decryption. The protection of user
data during transmssion is referred to herein as comruni cations
security (COVSEC). Cassified information will be encrypted for
transm ssion. Unclassified information may be transmtted as

ci phertext or plaintext. The termnal originating a service
request shall indicate whether or not the user data is to be
encrypted. The NCS will include the requestor-specified
encryption indication in service assignnents. Termnals shal
transmt user data in plaintext only if authorized by the

term nal operator.

5.5.2.1 Voice security. For joint operations, secure voice at
2400 bps shall be interoperable with the digitization and
encryption techniques used in the Advanced Narrowband Digital
Voi ce Term nal (ANDVT), application 3 (see ML-C- 28883A).

5.5.2.2 Data security. For joint operations, data encryption
shal |l be interoperable with KYV-5 and KG 84A encryption devices.
Term nal s that enbed COVSEC devi ces shall support all data rates
specified in this ML-STD for comuni cati on over the DANVA
channel .

5.6 Miltiple channel network operations. Miltiple channel

(Mul ti-channel) network operations shall take place on the
channels listed in Appendix D. Milti-channel operations wll

i ncl ude a nunber of TDMA channels and a nunber of dedicated
channel s assigned and controlled by a single PCC. Term nals may
request dedi cated channel operations by the RONCi rcuit Service
Request nessage. Requests are for a 5- or 25-kHz channel and a
period of time up to 5115 mnutes. Only termnals which are
capabl e of changing from TDVA to dedi cated channel operations
within one franme (8.96 sec), from TDVA operations on one channel
(5- or 25-kHz) to TDWVA operations on anot her channel (5- or 25-
kHz) within 90 seconds, and from dedi cated to TDMA channel
operations wthin 90 seconds will be allowed to participate in
Mul ti-channel operations. Those termnals that are not
"automatic frequency change" capable shall indicate this in the
ROW Logi n nmessage when they log into a network, and will not be
commanded to change channels via the FON Ter m nal Channel

Assi gnnent nessage.

5.6.1 Channel reassignnment (TDMA). While operating on a TDVA
channel, the term nal shall change to a new channel only when
directed to by the PCC. The direction to change channel s shal
be by the FOW Term nal Channel Assignnment nessage. The term nal
shall change to the channel identified in the nmessage. |If the
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Channel Type field is a zero, the channel operates in the DAVA
node and the term nal can assune that the new channel operates
via the same satellite. The termnal shall determ ne, based on
t he Channel field and Appendi x D, whether the assigned channel is
5- or 25-kHz. If the channel is a 5-kHz, the DAMA Wavef orm shal
be in accordance with this docunent (M L-STD-188-182). |If the
assi gned channel is 25-kHz, the DAMA Waveform shall be in
accordance with ML-STD 188-183. The term nal shall achieve
downl i nk and uplink synchronization in the new channel. |If the
term nal cannot achi eve downlink and uplink synchronization on

t he assigned channel within 90 seconds, the termnal shall return
to the previous channel of operation. |If the termnal is
switching froma 5-kHz DAMA channel to another 5-kHz DANVA
channel, then the termnal shall retain all pending service
requests it held in queue and shall not send a ROW Logi n nessage
on the new channel. |[If the termnal is switching froma 5-kHz
DAMA channel to a 25-kHz DAMA channel, then the term nal shal
clear (i.e., delete) all pending service requests that it
previously held in queue. After a termnal is reassigned to a
new TDMA channel (5- or 25-kHz), it shall not return to the
previ ous channel or change to any other channel unless directed
to by the PCC.

5.6.2 Tined channel assignment (dedicated). Wile operating on
a TDVA channel, the term nal shall change to a new channel only
when directed to by the PCC. The direction to change channel s
shall be by the FON Term nal Channel Assignnent nessage. The
term nal shall change to the channel identified in the nessage.

| f the Channel Type field is a one, the channel operates in the
dedi cated node. The termnal shall determ ne, based on the
Channel field and Appendi x D, whether the assigned channel is 5-
or 25-kHz. The channel shall be in accordance with M L-STD 188-
181. The use of this channel shall be in accordance wth
5.4.2.4.2.
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6. NOTES

6.1 Communication Scenarios. The follow ng comruni cations
scenari os can take place using the equipnent in global |ocations
as shown in Figure 13, with all termnals and CC s | ogged-in and
connect ed:

1. Message service fromT1l to T2

2. Message service fromT1l to Subnet T2-T6

3. Hal f duplex circuit service fromT1l to T2

4. Hal f duplex Multiple-hop circuit service fromT1l to T3

The scenarios and equi pnment | ocations were chosen to denonstrate
the interaction of the |argest nunber of FOAM and ROW possi bl e.
I f PCC2 and ACC2 were to swap | ocations, the nunber of FOAM and
RONM woul d change. If multiple-hop communi cations woul d be
required to pass through nore than just two satellites, then the
quantity of FONM and ROM would go up proportionally.

1. Message service fromT1l to T2
a. T1- PCCl ROW Message Setup (contention)
b. PCC1-T1 FOW Message Set up Response
C. PCCl- T1&T2 FOW Message Assi gnnent (assigns

communi cations tinme-slots)
d. T1-T2 nmessage packets transmtted

c. & d. repeated as often as necessary

e. PCC1- T2 FOW Acknow edge Bl ocks (assigns ROW
time-slot)

f. T2- PCC1 ROW Bl ock Acknow edgenent (not all
packets acknow edged)

g. PCCl- T1&T2 FOW Message Assi gnnent (assigns
communi cation tine-slots)

h. T1-T2 data bl ocks not acknow edged are
transmtted

i PCC1- T2 FOW Acknow edge Bl ocks (assigns ROW
time-slot)
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] - T2- PCC1 ROW Bl ock Acknow edgnent (all
packets acknow edged)
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I nsert Figure 13
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PCC1- T2 FOW Acknowl edge Message (assigns
ROWti me-sl ot)

T2- PCC1 ROW Message Acknow edge

PCC1-T1 FOW Message Acknow edgenent

Message service fromT1l to Subnet T2-T6

a.

b.

Hal f

T1- PCCl ROW Message Setup (contention)
PCC1-T1 FOW Message Set up Response

PCC1- T1&Subnet FOW Message Assi gnnent (assigns
communi cation tinme-slots)

T1- Subnet data bl ocks transmtted
c. & d. repeated as often as necessary
PCC1- T1&Subnet FOW Message Tear down

duplex circuit service fromTl to T2

T1- PCCl RONCircuit Setup (contention)

PCC1-T1 FONCrcuit Setup Response

PCCl- T1&T2 FON Circuit Assignnent (assigns
communi cation tine-slots)

T1-T2 conmmuni cation bursts transmtted

or T2-T1

c. & d. repeated as often as necessary

T1- PCC1l Start to transmt End-of-service
or T2-PCCl burst type
PCCl- T1&T2 FONCircuit Teardown

| f the preceeding FONis not heard then the
foll ow ng steps are taken

T1- PCC1 RON Circuit Teardown (contention)
or T2-PCCl
PCC1- T1&T2 FONCircuit Teardown
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For a full duplex comuni cations service two
comuni cations tinme slots would be assigned using
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Then in step

Hal f duplex Multiple-hop circuit service fromT1l to T3

a.

b.

T1- PCC1
PCC1-T1

PCC1- ACC1

ACCl1- PCC1
ACC2- PCC2
PCC2- ACC2
PCC2- ACC2
ACCl1- PCC1

PCC1- ACC1

PCC2- ACC2&T3

ACC2- T3

RONCircuit Setup (contention)
FONCi rcuit Setup Response

FOW Rel ay Ri ngup (assigns ROWti ne-
sl ot)

ROW Rel ay Ri ngup Response
ROW Rel ay R ngup (contention)
FOW Rel ay Ri ngup Response
FOW Rel ay Sel ect

ROW Rel ay Sel ect Response
(contention)

FOW Rel ay Sel ect Response
FOWN Mul tiple-Hop Circuit Assignment

communi cation bursts transmtted

(typically no bursts are transmtted prior to

event "o"

bel ow because the destination normally

only responds to the source after the source
transmts sone data)

]. & k. repeated as often as necessary

ACC1- PCC1

PCC1- ACC1

PCC1-T1 & ACCl

T1- ACCl

ROW Mul ti pl e- Hop Begi n Assi gnnents
(contention)

FOWN Mul ti pl e-Hop Begi n Assi gnnents
response

FOW Muti | pl e- Hop Begi n Assi gnnents
Response
communi cation bursts transmtted

n. & o. repeated as often as necessary

PCC2 preenpts comruni cati ons

88



aa.

bb.

M L- STD- 188- 182

ACC1- PCC1 ROW Mul ti ple-Hop Circuit Preenption
(contention)

PCC1- ACC1 FON Mul tiple-Hop Circuit Preenption
Response

PCCl preenpts comruni cation
PCC2 resunes conmuni cation by

PCC2- T3&ACC2 FON Mul tiple-Hop Circuit
Assi gnnent s

ACC2- T3 communi cation bursts transmtted
r. &s. repeated as often as necessary

ACC1- PCC1 ROW Mul tiple-Hop Circuit Resunption
(contention)

PCC1- T1&ACCL FON Mul tiple-Hop Crcuit Assignnment
T1- ACCl conmmuni cation bursts transmtted
u. & v. repeated as often necessary

T1- ACC1 End- of -servi ce burst type starts
to be transmtted

T1- PCC1 RON Circuit Teardown (contention)

PCC1- T1&ACCL FON Mul tiple-Hop Crcuit Teardown

ACC1- PCC1 ROW Mul ti ple-Hop Circuit Teardown
response
ACC2- PCC2 ROW Mul ti ple-Hop Circuit Teardown

(contention)
PCC2- T3&ACC2 FON Mul tiple-Hop Circuit Teardown

I f full-duplex communi cati ons are supportabl e by
each termnal, then two comrunication tine-slots
woul d be assigned (two different FOAB) in steps

j., n., r., and u.

6.2 Communications tine-slot assignment exanple. Term nals

request assignnents to the communications portion of the franme by
sendi ng ROW nessages to the PCC. The PCC assigns conmuni cati ons
slots to term nals using FOVN nessages. The follow ng exanpl e
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denonstrates this assignnment process and shows how FOW nessages
are used to assign comunications slots.
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EXAMPLE: Assune that four termnals (Termnal A Termnal B
Termnal C, and Term nal D) have gained access to the network.
the follow ng services are required:

Term nal A: A hal f-dupl ex, data circuit service wth an
I/ O data rate of 300 bps

Term nal B: A nmessage service

Term nal C A nmessage service

Term nal D A nmessage service

Each term nal sends a ROWN nessage to the PCC requesting these
services. Termnal A sends a RONCircuit Setup nessage while
Term nals B-D send RON Message Setup nessages. W will assune
that the PCC receives each request without difficulty and
processes each request. It responds with the FOW conmuni cati ons
assi gnnent nessages in Figure 14.

STEP 1: Determine the conmunications tinme-slot length that the
PCC has assigned to each service.

The four FOW nessages each assign a separate tine-slot in the
comuni cations portion of the frame. Each FOWnust be parsed by
each of the termnals in order to determ ne the total nunber of
bui | di ng bl ocks allocated for the communications portion of the
frame. The nunber of building bl ocks assigned to each

communi cations tinme-slot can be determ ned using the information
provided in the FOVNnessage fields and Table IV and V. |In FOW
#1, the message fields indicate that Termnal B wll transmt
three coded data bl ocks of information at a nodul ation rate of
600 sps. Referring to Table V, the tinme-slot size required to
handl e this transmssion is 169 building blocks. In FON#2, the
message fields indicate that the Termnal A s service is a half-
duplex data circuit with an I/Orate of 300 bps, and that the
transm ssion will be coded and nodul ated at a 1200 sps rate.
Referring to Table 1V, the tine-slot length for this transm ssion
will be 278 building blocks. In FOVN#3, the nessage fields
indicate that Termnal Cwll transmt nine coded data bl ocks of
information at a nodul ation rate of 2400 bps. Referring to Table
V, the tinme-slot size required to handle this transmssion is 111
bui l di ng blocks. In FOWN#4, the message fields indicate that
Terminal Dwll transmit two uncoded data bl ocks of information
at a nodul ation rate of 3000 sps. Referring to Table V, the
time-slot size required to handle this transmssion is 21
bui | di ng bl ocks.
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time |
[€¢—— 8.96 Seconds — |
Frame N-1 Frame N Frame N + 1

FOW ROW COM

FOW #1

FOW #2

FOW #3

FOW #4

FOW:Message Assignment
directed at Terminal B

FOW:Circuit Assignment
directed at Terminal A

FOW:Message Assignment
directed at Terminal C

FOW:Message Assignment
directed at Terminal D

1st Assignment

Pertinent Fields

# of data blocks = 3
Coding = yes
Modulation rate = 600 sps

2nd Assignment

Pertinent Fields

Circuit type = Data
Coding = Yes
Duplex = Half
1/O rate = 300 bps

3rd Assignment

Pertinent Fields

# of data blocks = 9
Coding = Yes
Modulation rate = 2400 sps

4th Assignment

Pertinent Fields

# of data blocks = 2
Coding = No
Modulation rate = 3000 sps

Modulation rate = 1200 sps

Note: 1 data block = 224 data bits

FIGURE 14. FOW communications assignment messages.
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STEP 2: Determine the starting |location for each comruni cations
tinme-slot.

The determ nation of the starting |ocation for a comuni cations
tinme-slot is based upon the ordering of assignnents in the FOVN
Tine-slots are assigned fromthe latest (last) slot to the
earliest (first) slot. Thus, the service receiving the first
assignment in the FONwW Il transmt during the last slot in the
communi cations portion of the next frame, the second assi gnnent
in the FONwW Il transmt in the second-to-last slot in the next
frame, and so forth.

Therefore, the starting |location for each comruni cations tine-
slot in our exanple is as shown in Figure 15.

6.3 ROWtine-slot assignnment exanple. ROWtine-slots are
assigned by the FONdirected nessages as are the assignnents of
comruni cations resources. The assigned RONslots follow the | ast
contention ranging slot in the RONportion of the frame, and
therefore begin wwth the next RONslot in the frame (see Figure
4). The determ nation of the actual ROW sl ot assignnent is based
on the ordering of assignnents in the FON ROWslots are
assigned starting fromthe first slot followng the variabl e
nunber of contention ranging slots. The follow ng exanple
denonstrates this assignnment process and shows how FOW nessages
are used to assign ROWsl ots.

EXAMPLE: Assune that the sanme four termnals as in section 6.2
(Termnal A Termnal B, Termnal C and Termnal D) are to be
assigned individual RONtinme-slots. The FOW nessages are
transmtted by the PCC as shown in Figure 16. The nunber of
contention ranging slots are indicated in the FONof the previous
frame. In this exanple assune that the nunber of contention
ranging slots is equal to one.

The "Length of the next FOW field in our exanple is 134 buil ding
bl ocks. Assigned ROWNslots follow the contention ranging slot of
the ROW (which are 32 building blocks Iong). Therefore, the
assigned RONslots begin at building blocks 167 (135 + 32).
Termnal D received the first ROWassignnent. It wll transmt a
ROW Message Acknow edgnment nessage at buil ding bl ock 167 of the
next frame in response to FON#10. Termnal B received the
second ROV assignnment. It will transmt a ROW Status Report
message starting at building block 184 (167 + 17) of the next
frame in response to FOW#11. Termnal C received the third ROV
assignment. It wll range starting at building block 201 (184 +
17)in response to FON#12. Ranging tine-slots are 32 buil ding

bl ocks in length. Termnal A received the fourth ROW assi gnnent.
It wll transmt a RON Status Report nessage starting at buil ding
bl ock 233 (201 + 32) in response to FON Report Status nessage.
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This is sunmarized in Figure 17.
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time |
|<— 8.96 Seconds —}I
Frame N-1 Frame N Frame N + 1
FOW
ROW COM
Terminal D Terminal C assigned Terminal B assigned

assigned time slot

time slot

Terminal A assigned time slot

Time slot

21 building blocks

111 building blocks

278 building blocks

169 building blocks

-—

T T

446 466 467

T

577 578

T

855 856

BUILDING BLOCK NUMBERS
1 Frame = 1024 building blocks

FIGURE 15. Starting location for communications time slots.
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time |
|<— 8.96 Seconds —}I
Frame N-1 Frame N Frame N + 1
ROW COM
FOW #10 FOW #11 FOW #12 FOW #13
134 FOW:Acknowledge Message FOW:Report Status FOW:Ranging Assignment FOW:Report Status
directed at Terminal D directed at Terminal B directed at Terminal C directed at Terminal A
D

Length 1st Assignment 2nd Assignment 3rd Assignment 4th Assignment
of next

FOW

Field

FIGURE 16. FOW messages transmitted by PCC.
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|<— 8.96 Seconds —}I

Frame N-1

Frame N

Frame N + 1

FOW

COM

-] Contention
ROWSs

///

T

Contention Ranging
time slot

Terminal D
ROW: Msg Ack

Terminal B
ROW: Status Rpt

Terminal C
Ranging time slot

Terminal A
ROW: Status Rpt

32 building blocks

17 building blocks

17 building blocks

32 building blocks

17 building blocks

3

134 135 166 167

1 TT T

183 184

BUILDING BLOCK NUMBERS
1 Frame = 1024 building blocks

200 201

T T

FIGURE 17. ROW slot assignments.
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6.4 Contention ROVNsegnent size determ nation exanple. Using
the frame defined in 6.2 and 6.3, the nunber of contention ROW
time-slots avail able can be determ ned by dividing the nunber of
bui l di ng bl ocks in the contention portion of the RONby the
nunber of building blocks in a contention RON (which is 17). By
knowi ng the nunber of building blocks in the FON contention
rangi ng slot, assigned ROVNslots, and conmunications slots, the
nunmber of contention ROVNslots can be determ ned. Figure 18
illustrates the nunber of contention RONtine-slots that are
avai l abl e in our exanple.

As illustrated, the contention RONslots begin at building bl ock
nunber 250. El even contention RONslots are avail abl e each
starting at 17 building block increnents (for exanple: 250, 267,
284, 301...). Building Blocks 437 to 445 are not assigned any
communi cation slot and are not avail able for contention nessages
in this exanple.

6.5 Tailoring guidance. To ensure proper application of this
standard, invitations for bids, requests for proposals, and
contractual statenments of work should tailor the requirenents in
sections 4 or 5 of this standard to exclude any unnecessary
requi renents. For exanple, if the statenent of work required a
revision to a standard, then all the paragraphs related to
handbooks, bulletins, and notices shoul d be excl uded.

6.6 Key word listing. The follow ng key words, phrases, and
acronyns apply to M L-STD 188-182:

demand assi gned nultipl e access (DAMVA)

fleet satellite comrunications system (FSCS)
satellite comuni cations ( SATCOM

time division nultiple access (TDWR)

ultra high frequency (UHF)

5-kHz UHF SATCOM Channel s
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time

|<— 8.96 Seconds —}I

Frame N + 1

Frame N

Frame N-1

FOW
COM

1T 11

134 135 166 167

There are 11 contention ROW slots,
each being 17 blocks long

17 bb 17 bb 17 bb

FIGURE 18. Contention ROW segment size determination.
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